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ELECTROMAGNETIC PULSE THREATS TO U.S. MILITARY
AND CIVILIAN INFRASTRUCTURE :

HoUSE OF REPRESENTATIVES,
CommnonAmnSuvxcns,
MILITARY RESEARCH AND DEVELOPMENT SUBCO!
Washington, DC, Thursday, October? 1999,
The subcommittee met, pursuant to call, at 10:30 am. in room
2118, HomeOﬂeeBmldmg Hon. Curt Weldon (chairman .

of the ttee) presiding.
OPENING STATEMENT OF HON. CURT WELDON, A REPRESENT-

Mr. WELDON. The subcommittee will come to order. This morning
the Military Research and Development Subcommittee meets in
open seasion to receive testimony ontht:dpomtialofanelach'o-

ttack to disrupt the Uni
magmhcpullea ptOur

byaclond,cluuﬁedbneﬁng
witnesses an opportunity to brief Members in grea
respond to questions that may be too sensitive to fully answer in
open session.
Before 1 into the sub of today’s hearing, I want to
nouneethatgowe eonj‘t‘i:trmthatouowober%wewﬂl
fact, over
a
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kentitledKGB which
decades of KGB files that were copied by Mitro
KGB archivist.

This book has received international attention. It is provoca
in terms of what factual information is in here, and it
ﬁmttimemAmencathatMembeuofConmwﬂlhave
to see and ask questions of both an outstanding scholar on
intelligence, as well as a Russian individual who has, in fact,
Im‘t;dlxithmonmmeo‘t;nt}npattemthathaveoocumd‘

T would also'like to announce at this time the release
matter of several weeks of a new book entitled War
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book has been published by a very eminent author, who has docu-
mented five very real cases over the past several decades of Rus-
sia’'s movement toward a possible response in terms of their nu-
clear arsenal.

The author is sitting to my left and your right, Peter Pry, who
is a staffer for our committee. We are extremely proud to have him
on staff because of his expertise, his former tenure as an agent in
the CIA, and this book is extremely provocative. I am also working
on a way that we can give visibility to the author Peter Pry’s com-
ments, not the staffer Peter Pry’s comments, because I think they
are relative to the work that is outlined in the KGB book docu-
menting the Mitrokhin archives by Christopher Andrew.

So those events will take place in October, later on, and they
should be exciting, and they will be provocative.

Our hearin%vboday, as | said earlier, focuses on electro etic

ulse (EMP). We first held a hearing on this issue in 1997. To my
owledge, we were the first major committee in the Congress to
devote any attention at all to this issue. It has been an ongoing
concern of both my distinguished Ranking Member Owen Pickett
and myself, and certainly has been at the key of the interests of
Congressman Roscoe Bartlett, who, in fact, held kind of a mini-field
hearing in his district on this issue at Johns Hopkins earlier this

year.

Being a physiologist himself, Roscoe has a particular expertise
here that has been vergr::lpﬁll to this committee in fully under-
standing the potential t t posed by electromagnetic pulses.

Part of our purpose today in holding an open hearing on EMP
is to help educate the public on this still not widely understood
threat. Electromagnetic pulse can be generated when a nuclear
weapon is detonated at Eigh altitude above the atmosphere. The
EMP produced by such an explosion can potentially damage or de-
stroy electronic systems along vast areas of Earth’s surface.

Let me say at this point in time, for those who think and for
those people ‘who have testified that this could never happen to
America, I led a delegation to Vienna on April 30th and May the
1st of this year to meet with a group of Russian Duma officials and
leaders to work out the framework for a peaceful solution of the
Kosovo crisis. In fact, Congressman Bartlett went on that delega-
tion with me.

In our discussions with our Russian counterparts, all of whom
are friends of mine, one of the leaders of that delegation, Vladimir
Lukin, the former Soviet Ambassador to the U.S. here in Washing-
ton, made this statement, that America needs to understand that
while Russia may be in a state of turmoil, Russia still has the ca-
pability to do significant harm to our people and our country.

He went on to further outline Russia’s capability to conduct elec-
tromagnetic pulse laydown. He described it. He said that Russia
has this capability, and that if our policies continued along the line
that they were going, in that particular case in relation to Kosovo,
f&hﬁt that could be the response that could be generated against

erica.

So for those who would say that this kind of a threat would
never emerge, I can only tell you what came out of the mouth of
the former Soviet Ambassador to the U.S. and current Chairman
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of the International Affairs Committee for the Russian Parliament,
the lower House, the state Duma.

The United States is involved in a technologically-dependent so-
ciety with high potential vulnerability to EMP. The widespread pa-
ralysis of electronic computer systems, communications power grids
an tn.n?orhtion systems would not be merely an inconvenience.
Nor would an EMP attack have onl eommemni‘ consequences. Our
modern way of life and life itself depends upon the functioning of
our electronic society.

How severe would the consequences of an EMP attack on the
United States be? Some have argued that an EMP event could be
like putting the United States in a giant time machine and in the
blink of an eye transforming hlgtgeh society into a primitive
preindustrial one, circa the 19th century. Others argue that while
the consequences of an EMP attack would be serious, the effects
are likely to be much less severe and much more manageable.
TheEK(Pthreatmayhaveaequirednewandvurgentrelennceu
the proliferation of nuclear weapons and missile technology acceler-
ates. North Korea, for example, is assessed as already having de-
velopedoneortwoatonﬂcwemandisonthevergeoftuhng’
an Inter-Continental Ballistic Missiles (ICBM) capable of delivering
a nuclear warhead to the United States. North Korea has
missiles capable of delivering a nuclear warhead og:mt US. re-
gional allies and U.S. forces based in Japan and South Korea.

Is it possible that given the small size of North Korea’s nuclear
arsenal, Pyongyang may consider an EMP attack the most efficient
mxlimgr option; the best way to inflict the maximum on
the U.S. and its allies in the event of a conflict, or perhaps the best
welzht: blackmail or deter the U.S. in the event of a crisis?

re are differences within the scientific community over just
how damaging an EMP attack would be. There are diflering opin-
ions among experts over the likelihood that a rogue state armed
with a small number of nuclear missiles would prefer to perform
an EMP attack as opposed to blasting a city or a military base.

The main purpose of our today is to air and explore
these differences of opinion about the EMP threat by receiving tes-
timony from two panels representing different points of view.

On our first panel representing the administration and the Joint
Chiefs of Staff are Mr. Stanley Jakubiak, senior civilian for nuclear
Command and Control and policy from the Joint Chiefs of
Staff; Dr. Michael Bernardin, provost for Theoretical Institute of
Thermonuclear Studies, Los Alamos National Laboratory.

Our second panel is made up of Dr. William Graham, former
science advisor to the President of the United States Ronald
Reagan, and Rumsfeld Commissioner on the ballistic missile
threat; and Dr. Lowell Wood, member of the director’s technical
staff at Lawrence Livermore National Laboratory.

We welcome you all and thank you all for being here. However,
before 1 turn the floor over to you, I want to call upon Mr. Pickett,
h;.tye Rmkingt.Democrat on the R&D subcommittee, respectfully for

comments.

[The pre statement of Hon. Curt Weldon can be found in
the on 45.)
Mr. WELDON. Mr. Pickett.
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STATEMENT OF HON. OWEN PICKETT, A REPRESENTATIVE
FROM VIRGINIA, RANKING MEMBER, MILITARY RESEARCH
AND DEVELOPMENT SUBCOMMITTEE

Mr. PICKETT. Thank , Mr. Chairman. I want to join you in
wel our duunﬁlm::d witnesses today, and also 1 applaud

the fact that you are holding an open meeting here on this subject
%tt{xm will help inform the public about the seriousness of
is th: =at.

Today’s hearing is an excellent ¢ oportunity to learn more about
the potential effects of an electrom :gnetic pulse, or EMP, attack.
Based on history, there is certainly .vason to be concerned. Both
nuclear blast tests and simulated scenarios have allowed us to rec-
1;eogmze many of the vulnerabilities of our military and civilian sys-

ms.

I am particularly interested in examining this issue more closel
due to the military’s growing reliance on commercial oﬁ'-the-slnﬁ'
technologies. While this is neither the time nor the place to dwell
on our Nation’s efforts to emphasize and rely on digpiomacy, early
wnminf capabilities and deterrence doctrine to prevent such at-
tacks, I look forward to learning more from our witnesses today
about how such EMP incidents may occur and the likelihood of
their r‘onible occurrence. Greater insight into the possibility of an
EMP laydown should crrove beneficial in our effort to design a more
capable, robust and dependable military and national infrastruc-
ture and better inform our people about the potential of this par-
ﬁmmmﬁratbhmmm I applaud calling this h d

in, Mr. i » 1 applaud you for calli is hearing, an
I look forward to the testimony of our diatinguli[;ged witnesses here

y.

Mr. WELDON. I thank you, Mr. Pickett.

Mr. Pickett, would you be in agreement that perhaps before our
witnesses speak we should go complete the journal vote?

Mr. PICKETT. Yes.

Mr. WELDON. Are there any other Members who would like to
make openimtatementt before we go for the journal vote? If there

are, that . If not, we will go over and vote and come back
and start our panel.
Mr. Bartlett.

Mr. BARTLETT. Just one quick moment. I am very appreciative of
the fact that you have called this meeting. This is a discussion of
an eventuality that could potentially bring us to our knees or
worse. It is very important that the American people understand
it and collectively decide what we need to do to prepare for such
an eventuality.

Thank you much for calling the meeting.
WILDO;:!-{'hlnk you%ar&lett, for your ongoing efforts
area.
Mr. Reyes, any comments?
Mr. RevEs. Ng.
WELDON. Mr. Hostettler?
HOSTETTLER. No.
WELDON. We will unfortunately have to temporarily adjourn.

gE

Mr.
Mr.
Mr.

This is only one vote. We run very fast so we can be back here and




start hopefully within about six to eight minutes. So the hearing
istempbra]rilyadioumd. -
turn to our distinguished panel of witnesses. sai re, we
will start with Mr. Jakubiak and Dr. Bernardin, and then we will
mover?htdqwnthclineton;GnhamandtoDr..Wood.

to keep as much as ible for the public to consume about this,
because there are a lot of misconceptions and misinformation, and
we are hoping to clear some of that up today. So the floor is yours.

STATEMENT OF STANLEY J. JAKUBIAK, SENIOR CIVILIAN FOR
NUCLEAR COMMAND AND CONTROL AND HIGH ALTITUDE
ELECTROMAGNETIC PULSE PROGRAMS AND POLICY, JOINT
CHIEFS OF STAFF

Mr. JAKUBIAK. Mr. Chairman, Members of the committee, I am

grateful—.

Mlt'ix, WELDON. Could you pull the mike a little closer to your
mou ease.

Mr. JAKUBIAK. Mr. Chairman, Members of the committee, I am
grateful for the opportunity to address the committee on the elec-
tromagnetic pulse threat environment and to discuss the im on
commercial off-the-shelf or so-called COTS equipment used in mili-
tary command and control systems.

As you know, the detonation of a nuclear weapon between 50 and
several hundred kilometers above the Earth’s surface will produce
an electromagnetic pulse that can, under certain conditions, dam-
age electronic equipment. We don't know exactly how much dam-
age can be done to commercial equipment. The phenomenon is
well-known, but the variances in electronic equipment design, com-
mercial design, and the ms that they are incorporated in, do
not 'ctfode us dv:x;th suffi th:nt information to allow w‘i}l‘ bt: accurately
P w widespread damage or disruption .

Now,toeountertheEMPattack,themB?t:ryhuintheput
taken a simplistic approach. We have basically said and assumed
that all commercial equipment would fail under an EMP pulse, and
therefore we MW protection into that equipment to with-
stand the EMP on or the EMP environment.

Critical nuclear command and control nodes, critical military
nodes that must operate through that EMP environment have been
identified. The Chairman puts out liznto the services and also
to the Commander in Chiefs (CINCs) i what nodes and

what systems and what equipment should be protected. That is
published in the Chairman of the Joint Chiefs of Staff instructions,
which I am responsible for pre . In fact, some of those se-
lected systems are even provided backup power generators on the
ammptionthatthecommercialpowerm-ﬁlowo d

environment.

fail in an EMP
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However, to capitalizé on leading-edge technologies, military sys-
tems are more and more increasingly lfn'ihnt on commer-
cial off-the-shelf (COTS) equipment, which are not specifically de-
signed to survive an EMP environment. To ensure that that equip-
ment reliably operates in an EMP environment, what the services
do is basically take that COTS equipment and test it in simulators
to the projected threat. The failures are analyzed, and modifica-
tions are retrofitted to that equipment to ensure that the equip-
ment does perform properly in an environment.

In some cases that retrofitted fix is a very simple fix, costing less
than $10 to make a piece of equipment that is off-the-shelf, com-
mercial viece of equipment, in fact, perform in an EMP environ-
ment. Huvever, when we talk abcut sensor systems, that in-
expensive $10 part can, in fact, quickly soar to a $50 million bill
to tect@hat:_enlot. ¢ has allowed us to ob-

testing of COTS equipmen owed us to make some
servations ing the vulnerability of COTS equipment to a
mﬁof EMP environments thai may be of some use in assessing
the imrpact on the commercial infrastructure.

If I could have that first view gra&l;, please.

Onthisviewg‘%,youunue t the EMP field strengths be-
tween 3 and 8 Its per meter, that there can be some upset
on commercial off-the-shelf equipment. When the field strengths
get above 8 kilovolts per meter, the risk that there will be upset
is more probable. In range of 7 to 20 kilovolts per meter, there
is a ibility that some equipment will be Above the
20-kilovolt-per-meter range, the is most likely probable, al-
though some equipment will even orm above that ievel.

Results from some recent of COTS :fglrulinpmentr—can I
have the next view graph, please—appear to co these levels.

Now, the temporary upset refl on tiis view graph indicates
that the upset was self-correcting. The equipment, in fact, had an
upset, and the equipment self-corrected without any operator inter-
vention. The upset column shows that the equipment, in fact, re-
quired an operator to do something to the e(‘t:lpment to bring it
back i:lt:ooperution. And then the damage levels are shown on this

The Office of the National Communications System (NCS) has
also done some extensive testing of the commercial public switch
network and have found that the public switch network infrastruc-
ture is inherently resistant to the effects of EMP. Their studies
have shown that the probability of connection of a wiephone call
under an EMP environment is greater than 90 percent with normal
loading, and greater than 70 percent when there is panic loading

on that m.

The N&uremlts have also been confirmed by AT&T Bell Labora-
tories, who retmrted that their teati.ngeof the public switch network
also showed that some upset could be expected, but that damage
to the system in an EMP environmment was not a concern.

In conclusion, due to the sensitivity of COTS agipment in var-
ious EMP field strengths, we have (the Joint S over the past
several years sponsored an effort at the national laboratory of Los
Alamos to assess the tial field strengths that can he produced
by nuclear weapons. you receive Dr. Michael Bernardin’s as-



Chairman of the Joint Chiefs of Staff, I a ate this opportunit
tomttheJointStaﬂ’viemonﬁlemmment,mllool

1
%

[Tho prepuredsat]atomont of Mr. Jakubuk can be found in the Ap-
on page

NUCLEAR STUDIES, LOS ALAMOS NATIONAL LABORATORY
Dr. BERNARDIN. Mr. Chairman, thank you for tl:gggottunity to

provide i on this issue vitsl to nahonal 1 lpeak
as a weapons withlpecialized ty
ﬁc . Since 1996, I hanbeentbepmvoctforthel’ost—

uclear Weapon Duign Institute within the laboratory

| charterod with training the next generation of nuclear weapon de-

dﬁeiuuetobeaddmmdthismo is the impact of a
altitude nuclear detonation over United States to the ci
and military infrastructure. A high-altitude nuclear detonation

Inmchanmnt,wmxldmﬂiot::‘y withinthe
area of EMP exposure be seri yimpairod?Woul civilian

munieations, the power grid and equipment connected to the powor
pidatutmpbiallsnfe ? The answers to these questions depend

wea)
“..g;dueod y pons;
u,.‘::."""“'w Ty g s Ay “;&.“a‘ adeer weapon
curre nuclear wea)
threats and l::widn inputs to the Depurtp-gnt of Energy n

duign labs, Alamos and Livermore National Laboratories, who
nueloarmpom 'lhhboeachhaveomzsyun

mtmlng this type of modeling. The weapon

mm"a for associated EMP threat assessments.
For the purpose of EMP assessment, it is convenient to group the

threat weapons into the following five categories: One, smgh-mp

ns; two, single-stage boosted weapons; thm

stage uclear weapons with yields up toafewmng:,

ragatons: cnd B s special techno v harmomt \:clhymd'

ns; ve, ear

reason for this and thmtmpomm

4
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ant EMP. This information will be discussed briefly in my state-
ment, and detailed information can be found in my written testi-

I have brouﬁt three graphics along to help illustrate the produc-
tion of EMP. ylhaveglphicone.

Shown in graphic one is an illustration of the area coverage of
direct EMP exposure from a 200-kilometer height of burst over the
United States. For this burst altitude, which might be a priate
for a hypothetical multimegaton weapon, the horizon is located at
about 1,600 kilometers or 1,000 miles from a point on the ground
directly beneath the burst.

For a 50-kilometer height of burst, which might be aggzopriate
for a 10-kiloton fission weapon, the horizon is located at about half
this distance, within the circle.

May I have graphic two.

Shown in graphic two is the spatial distribution of the peak EMP

thetical weapon detonated over the United States.

irectionality of the Earth’s tic field causes the largest

peak field region to occur to the south of the burst point. The large

numbers on the plot are peak electric fuel values in thousands of

volts per meter or kilovolts per meter, and the smaller numbers are
distance increments in kilometers.

Note that the peak field ranges from 12 to about 25 kilovolts per
meter. Other later time, lower-amplitude EMP components are
generated by nuclear detonatior.. These are discussed in my written
teatimony.

May have I have graphic three. Graphic three illustrates details
of some additional specifics of EMP menﬁon, of the tion
process, for the early time portion of . A high-altitude nu-

detonation produces gamma rays, X-rays, neutrons and de-
bris. Some of the rays propagate down into the Earth’s at-

field, which results in
coherently to form the electromagnetic .
As the electrons traverse their trajectories, they collide with
other electrons creating a sea of ionization. Ionization can be en-
hanced b, atmolpheﬁcbmkdownoravﬂmhingduetothelgm
ence of EMP electric field. The ionization shorts out the EMP,
limiting its value to typically 30,000 volts per meter.

mahogvd\lcod y the exploding weapon
the -altitude source re-

ignored in EMP assess-
-rays lowered the assessed

Py S Bkt o
w uces a
uces itapown EMP
after they go out, leave
EMP generation that is
gamma rays arrive a moment




later. Thus, the primary stage can degrade the EMP associated
with the secondary stage.
91[']l‘he graphics referred to can be found in the Appendix on page

You can take down the graphic now.

Given an understanding of the resultant EMP fields from a high-
altitude nuclear detonation, the effects of those fields on military
and eommebe rcial hﬁmed cturel r ‘lll;‘ult be det:erxmned'cl . & effects
cannot be quanti simply by ing upon nuclear experi-
ence. High-altitude EMP was prodw on ten nuclear tests con-
ducted in the United States in 1958 and in 1962, and or
temporary glitches of electronics were noted on a number of the

ms. However, these weapons are not truly representative of

foreign nuclear weapons in existence today. Nor are the elec-
tronics of 1962 representative of the modern era. Moreover, the
U.S. atmospheric tests were conducted over large bodies of ocean,
and thus the exposure of extended land line systems to EMP fields
was quite limited.

A much more extensive set of vulnerability data has been accu-
mulated over the years through EMP testing and laboratory sim-
ulators. Tested items include aircraft, tanks, automobiles, comput-
ers, telecommunication equipment, et cetera. Both upset and -
age (information) have been obtained for some of systems at
certain field levels, and some of the systems experience no delete-
rious effects.

A limitation with this type of testing is if the simulators are a
finite volume and are not able to expose electric lines of greater
lelfth than about 50 meters to EMP. Systems connected to power
and communication lines are frequently tested with current injec-
tion, but even these tests are limited.

Electronic systems can be protected against EMP, and standard
protection iques include enclosing systems or subsystems in
metal boxes and adding surge arresters to power lines, cables, et
cetera. Simulator testing has shown that EMP protection is effec-
tive. There are costs and practical considerations associated with
imElementing EMP protection. This js an area of specialty of the

ilitary services and the Defense Threat Reduction Agency (DTRA)
for military systems, and I suggest consulting them if more detail

is desired.

To address the likelihood of catastrophic damage by EMP from
a hi -al‘t;'atrlug:8 guﬂeu‘ életgnation, one musil:l i wih a mod:i:f
a histori igh-altitude detonation, say the Starfish event t
was conducted in 1962, and demonstrate that the predicted EMP
environments, the EMP coupling and the effects match observation.
Then one must be able to establish that the model retains its fidel-
ity when the warhead model is changed, when the burst location
is moved over land and changed in elevation, when the electro-
magnet coupling pads change, when the vintage of electronics
changes, and, with the incorporation of EMP test simulator data,
that the results are reliable. While it is conceivable for a model to
achieve all of this, any such model that is developed should be
Wy peer-reviewed before its predictions are to be believed.

you :

Mr. WELDON. Thank you.
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[The prepared ltab]ement of Dr. Bernardin can be found in the

Appendix on .
er. WELDON. Dr. Graham.

STATEMENT OF DR. WILLIAM R. GRAHAM, PRESIDENT AND
CEO, NATIONAL SECURITY RESEARCH

Dr. GRAHAM. Thank you, Mr. Chairman, and distinguished Mem-
bers of the Committee on Armed Services. I appreciate the oppor-
tunity to testify today on nuclear EMP, and I am also going to say
a few things about nonnuclear electromagnetic effects, which I
think are closely related.

I would like to begin by just mentioning a few examples of the
circumstances in which another nation might wish to employ a nu-
clear-weapon-generated EMP effect against the United States and
the benefits that might be sought through such use. The scenarios
cover both political and military use and run from tactical to the
strategic level.

By way of background, I have worked in EMPs since 1962, when
I was a lieutenant at the Air Force mBonl lab, handed a dataset
taken from the last a ric and Pacific exoatmospheric nu-
clear test series, and to try to explain some very strange-
looking phenomena that had been observed. Fortunately, we had
the benefit of colle:g:es at Livermore, Los Alamos and other places
in doing this, and theory of high-altitude EMP, and, in fact, all
EMP was developed over the next decade or so.

Interestingly, though, like many important scientific discoveries,
the intense electromagnetic pulse produced by the exoatmospheric
nuclear weapon explosion was discovered by accident. It was first
observed both directly and by its effects on civilian systems during
the exoatmospheric nuclear test series we had conducted, primarily
the FISHBO series in the beginning of the 1960s. However, the
theory that was being used at the time to predict the effect had
been incorrectly derived by a Nobel laureate actually and caused
all of the instrumentation on monitoring those exoatmospheric
tests to be set at far too low a scale, far too sensitive a level, so
that the data on the scope tended to look like vertical lines. We
couldn’t see the peak amplitudes that were bei roduced, and it
was Conrad Longmeier of Los Alamos Natio £aboratory who,
after looking at the data, figured out what was really happening.

One possible use of EMP against U.S. forces, just by way of a few
brief examples, might be against forces stationed overseas; for ex-
ample, on the Korean peninsula or in the Persian Gulf. Even if an
adversary had only a very few nuclear weapons, by launching even
as primitive a missile as a SCUD and ex{}odmg a nuclear weapon
above the a re, the ability of the U.S. and Allied Forces to
make full use of their electronics systems, including communica-
tions, fire contrcl, radar systems, missiles and certainly network
systems envisioned for our 21st century forces could be degraded
to some degree. on the characteristics of the weapon as
described here, degradation—and, of course, the susceptibility
of the equipment—such degradation could range from a nuisance
to a major hindrance in the employment of electronic systems
throughout the theater.
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Another possible use of a nuclear weapon might be against U.S.
space assets, particularly low-altitude assets, supporting military
forces in a theater. The detonation of a nuclear explosion outside
the atmosphere, even if it were a small nuclear weapon, perhaps
a few tens of kilotons, could produce sufficient direct and delayed
radiation to degrade or destroy satellites in line of sight of the
burst, as well as a second effect; that is, producing EMP near the
Earth’s surface, which could interfere with, among other things,
the satellite ground stations on the Earth.

Satellite assets, as you know, are a significant part of our overall
uﬁlita.z:apability and, therefore, would be a desirable target.

Another possibility would be the use of EMP because the adver-
sary does not have confidence in his ability to target precisely with
a nuclear attack against forces or infrastructure, populations on
the ground. For example, if an adversary is not able to pinpoint a
carrier battle group or amphibious ready group, he could produce
an EMP effect over the presumed operating area of the group, with
only rough knowledge of where it is.

Another possibility might involve an adversary with a long-ranﬁe
but relatively inaccurate ballistic missile or a short-range missile
launched from a platform that engenders some inaccuracy itself,
such as a ship or a submarine, and have only a relatively low-yield
nuclear weapon. In this case, the weapon could be more confidently
used for an EMP attack than a direct attack, because the accuracy
would not be required for the EMP attack.

And, of course, another reason would be basically a demonstra-
tion that a country may wish to make that it had a nuclear capabil-
ity and could deliver it over our forces and allies. A by-product of
that would be an EMP effect, but in addition, it would announce
to the world that the country is nuclear-capable and prepared to
use it, while at the same time not causing any loss of life among
our forces, friends and allies, and, therefore, might impede the
strong nuclear response by the U.S. '

I would like to mention one icular effect of nuclear EMP that
is, in fact, unique. While all electronics systems fail spontaneously
for a myriad of reasons from time to time, in the case of reliable
systems, as most military systems are, these failures occur infre-
quently, and then only at a::gle points or nodes. Therefore, experi-
ence has been gained in d n‘f with single-point electromagnetic
and electronic system failures during the normal operation of sys-
tems.

However, since the nuclear EMP, even from a single
exoatmospheric detonation, covers a wide area of the ground and
the atmosphere above it, nuclear EMP can produce electronic sys-
tem failures at many widely distributed points simultaneously. Un-
less special nuclear EMP recovery p;elﬁaration and training has
been implemented, system operators will have no experience with
recovering the system from simultaneous, widely distributed multi-
failures and would have to discover how to recover from such fail-
ures at the time they occur, which would be a highly atressful time.

I know of no training in U.S. commercial systems focused on
multiple, t'widely spread, simultaneous failures of highly reliable
equipment.
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Let me turn hi:%w potowenr:%nmaor mqumﬁc‘ weapons.de These
are tgictl.l - . ency or microwave devices
for w. chtgemila t deal of interest in the world today, and
there is a substantial history of interest from the Soviet Union's

'l‘hul:‘y e 0Snsll these uclear electromagnmeti

weapons as . nonn c weap-
ons, have several characteristics that could make them attractive
to an adversary of the U.S. On the other hand, they have the po-
tential disadvantage ofrequlriﬁﬁloier proximity to their targets
to be effective than do nuclear weapons. For example, a
radiofr:smydevieemighthaveamngemmumdinfeet,whﬂe
a relatively large, again nonnuclear radio frequency weapon might
produce upset or in electronic systems at ranges measured
in hundreds of feet of course, through basically what we call
iloegtrqnic countermeasures could cause interference up to ranges of

Radio frequ ns, however, are more suitable for covert
unthanthmpom.Ahrgeteduutmightmtm-
alize that its problems are the result of a radio frequency or high-
powered microwave attack, or even that a radio freauency weapon
attack has taken place at all. And if such nonnuclear radio

weapons were used simultaneously against multiple sites,
y could cause confusion and could slow restoration eiforts be-
cause of a multipoint failure problem.

The ability of radio frequency (RF) weapons to be used selectively
and intermittently as well as to be disguised as ordinary objects
from briefcases to trucks could allow an adversary’s covert
operatives to interfere with U.S. or allied systems in a more con-
trolled manner than a nuclear EMP attack.

And finally, RF weapons provide an ttg)ﬁ)orl:m:ity for their users
to escape detection, capture and potenti 1{Fcould be used repeat-
edly U.S. assets. A truck-mounted RF weapon, for example,

i lywouldbehrgeenouﬁl:toactﬁ'omatleastafewtensto 100
feet and mobile enough to have a reasonable chance of escaping be-
fore detection. '

It should be noted, of course, that RF weapons, nonnuclear ones,
are not as damaging over a large area as are nuclear EMP wea
ons. But in toas t against which they might
employed, nuclear and weapons can produce effacts
ranging from temporary interference, to the need to shut down and
rutartamtem,tophysiuldiublementofthetargetedaﬂemby
literally fusing or melting sensitive internal components. Especially
duemtbematerag.iabﬂityofm" weapons for covert use within

X weapons, as well as nuclear EMPs, should
be given serious consideration. .

" Let me describe a range of the type of effects that you can experi-
ence from both EMP and RF weapons, and then I will summarize,
orlwilleoncludebyducribl%.mmghsofmyemrstomakein
doing EMP testing and analysis that I have seen in my experience

field.
At the lowest levels of field strength, the complex world of elec-
tronic warfare involving nonnuclear generation and transmission of
-iguhhuboonwuntformny and, in fact, was a major
theme in World War II. I won't that particular aspect of
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electromagnetic warfare today any further. As nonnuclear electro-
magnet fleld increase, signal carrier and modulation ef-
fects, usually involving continuous wave or nearly continuous elec-
tromagnetic fleld interaction in ways not envisioned in the desi
of the target system, come into play. In addition to pickup on deli
erate antennas, the most likely coupling mechanisms of
these and, for that matter, all those that I am going to de-
scribe from this point forward is the pickup on other conductors ex-
tending from the core of the system and acting like electromagnetic

Exam of these effects include the use of a conventional war-
fare ( carrier with an audio modulation picked up on telephone
lines attached to a computer, rectified by the semiconductor devices
in the computer and inte as a telephone control signal, thus

modems and other features of a computer; another
example, the penetration of a microwave electromagnetic signal
into a ile, such as an air-to-air missile or an air-to-ground mis-
sile, where the signal is rectified and interpreted as a missile guid-
ance signal and navigation command, causing the missile to go off

target.

At still higher electromagnetic field levels, both nuclear and non-
nuclear signals can be induced that are comparable in size to the
normal signal levels in a digital system, the one bit versus the zero

bit, for example, uuectm_ﬁ anomalous bits, corrupting data and/or
producing system upset. This injection of erroneous digital informa-
tion into systems can be as benign as causing a flicker on the
screen, or it can also cause a computer to lock up, which is a more
typical res , and requires the computer to be restarted, re-
booted, as they say. But in relativel autonou;ous.systemsnlake _mi:-
giles or urcntt,pcrticuf;rlymilnlesmpowe flight,
which active guidance to maintain their stability, not to
mention navgl on, a lock-up of the computer is equivalent
to the destruction of the system. There is no time to reset on a mis-

sile in t.

At tgljﬂ:igher electromagnetic fields than those that cause digi-
tal upset, signals induced on conductors that lead into semiconduc-
tor junctions can cause what is called a reverse breakdown of those
j that, in turn, can then dump the power supply con-
the semiconductor through the junction in the wrong di-
to fail permanently. This only occurs
is powered, but the effects can be catastrophic,

be t on power supplies, normally very rugged
weﬂ uow‘-m#electmniu.
at still field levels, just the
RF wemindueed can have sufficient power
damage to semiconductor devices even
off; and those are at the highest levels.
ing and snalyels of clectromaguetic efocts
c
. There is some tendency to regard
to the electromagnetic effect as the box
the conductors extending to it, even
, because those designed for outside use and
pul.d through conduits inevitably have steel or
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other conductive wires protecting the fiberoptics. So the antennas
are the dominant pickup mechanisin for EMP, not the box itself,
and even though I have designed ::niulators for use on things like
missiles, which don’t tend to have a lot of wires on them once they
are launched, use of those simulators for things like telephone
switching systems is really not appropriate unless electromagnetic
pulsers are attached to the cables. It is not a box response. It is
a box plus antennas response issue.

I have seen systems tested with power off, even though it is clear
that having power on the system makes it much more susceptible
than having it off, and power off versus power on is a major issue.
Clearly, systems would be used with power on, and they should be
tested with power on.

I have seen systems tested in a quiescent state where they are
not functioning, where subsystems are not exchanging data from
one to another, and, therefore, the proaifect of corrupting that data
is small; whereas if a system is actually functioning, the data ex-
changes are taking place, and they are more susceptible to EMP.

I have seen systems well-designed with shields, which are oper-
ated in the field with the shields open. This is particularly true
with personnel access hatches, where you might have an excellent
electromagnetic shielding door, but if the personnel find it more
convenient to leave the door open, then much of the shielding has
been lost, or if wires have been run through the open door, they
act as antennas directly into the electronics.

Finally, I have seen the issue of when a failure occurs, confuse
EMP analyses, the most likely comgonents to fail are first those
near the outside world, near these EMP antennas, the conductors
going into a system, and the components most likely to fail first are
the weakest ones. I have seen tests where several components
failed, and when they were reﬁlaced and tested again, they didn’t
fail, and people would say, well, this must have been a test anom-
aly. In fact, what they were doing was weeding out the weakest
components near the interface and replacing them with statistically
stronger components. Now, that is fine if all the operational sys-
tems you dep ogei: the field have also gone through this EMP trial
and you have n able to weed out the weakest components as
well, but generally that is not done, and, therefore, the weak com-
ponents are left in the Sfrstems that are deployed in the field and
will fail at the first high-level pulse.

So even when tests and analyses have been run on systems, one
has to look at the results very skeptically and with the benefit of
experience that we have gained in testing systems over many

years.

I guess I would finally like to say that I have seen major military
systems fail as low as in order of magnitude below the level that
Mr. Jakubiak showed there, and not failed at all at the highest lev-
els we could produce, depending on whether they had been hard-
ened or not. you.

Mr. WELDON. Thank you, Dr. Graham.

[The prepared statement of Dr. Graham can be found in the Ap-
pendix on page 63.]

Mr. WELDON. Dr. Wood.
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STATEMENT OF DR. LOWELL WOOD, MEMBER OF DIRECTOR'S
TECHNICAL STAFF, LAWRENCE LIVERMORE NATIONAL LAB-
ORATORY AND HOOVER INSTITUTION

Dg.Woon.Thankg.l,Mr.Chairmananddild i Mem-
bers. 1 am grateful theinvitaﬁoutoamrm . Like Dr.
ctudies n 1563, as my praduate advise Willard Livos T macentt

as my y recently
retired a long term of service as
AtomicEmyComminion,mdhe me EMP analysis
mkl’ml of as exercises for the students, as he was then very

concerned by them

tal
much of the equipment of civilization and of modern war-
fare soon became clear. EMP became a technological substrate of
the black humor, “Su they gave a war and y came.”.

It was EMP-im , at least as much as that due to
blast, fire and fallout, which sobered detailed studies of a
gootnuclw attack recovery process, the PONAST studies of the
970s. When essentially nothing electrical or electronic could be re-
lied upon to work even in rural areas far from nuclear blasts, it
was ;Eldnglg difficult to bootstrap national recovery, and
posta America in these studies remained stuck in the very
earliest 20th century until electrical equipment and electronic com-
ponents began to trickle into a Jeffersonian America from abroad.
ﬁel;?rmdobnoulf muot:hthe entire topicofEMPr.u was highl yclusié
' congressional ove was generally circums an
eonducbadinclqn_dofuuion. ml,thil‘.istonlygt:h;ﬁtm
partly open session of congressional oversight devo
topicofop:hichlamawm,andleo tulate you and your col-
! Mr. Chairman, for the extraomry vision and dedication
to it less fashionable, as of the Nation’s security
which are evidenced by this morning’s ing, as well as for the
emﬁonalexperﬁnofyour:taﬂonthilmb embodied by Dr.
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to defend especially vital military ipment against
W&Mcﬁve effects. Regrettably these d?:live efforts di-
m towards strategic military capabilities were not perfectly

To be sure, there were some outstanding success stories. How-
ever, a number of important military systems were quite incom-
pletely defended, and some were Gefended only on paper. Even
more regrettable was the fact that much military ware and
systems, especially those not considered vital to the conduct of stra-

ic war, weren't hardened against EMP very much at all.

strongly concur with the remark that my colleague Dr. Graham
just made, that I know of maj rmilitarysd\;atema, some very impor-
tant to the Nation’s w. ing capabilities, which were docu-
mented to have failed at evels in order of magnitude and
more below those which Mr. Jakubiak represented to you.

As a result, at the present time our national profile of vulner-
ability to EMP attack is highly uneven, with large parts of our
military machine and vi y all of the equipment undergirding
modern American civilization bew EMP-vulnerable.

Through the end of the Cold , our national posture, though
unfortunate, a:fubly could be tolerated. Only one nation, the So-
viet Union, could mount EMP attacks on the U.S. and likely onl
as the first punch of a fight to the death conducted with EMP—ha.rJ-
:lned means. Indicated responses to any EMP attack then were

ear.

To be sure, as you noted at the outset, Mr. Chairman, the maxi-
mum Soviet capability to impose such attacks still exist today in
the strategic forces of the Russian Federation, and 1 unhesitatingly
predict that it will continue to exist for many decades to come.

Today we also watch the ongoing diffusion by purchase and per-
haps by illicit routes, at least as much as by indigenous develop-
ment; as the Rumsfeld Commission documented in the case of bal-
listic missile proliferation, we see the ongoing diffusion of nuclear
weapons technologies throughout the Third World. Just last week,
for instance, former Secretary Perry told the Nobel Institute that
he expected to see nuclear weapons in the hands of the Iraqis, the
g;nians and the Syrians, in addition to those who already have

m.

At the same time, we are compelled to acknowledge the unique
opportunities for defeating both advanced U.S. forces abroad and
the American Nation itself which are offered to our adversaries by
EMP-centered attacks. You have heard a great deal about the revo-
lution in military affairs and the promise which it extends for far

ter effectiveness of a postrevolutionary American military. You

ve likely heard far less about the classic Achilles heel which

EMP to any information-intensive military force completely

dependent for its electronic data flows on EMP fragile integrated
circuits.

There arises the regrettably real prospect that EMP weaponry,
assuredly if nuclear and perhaps, as my colleague Dr. Graham just
highlighted for you, even if it is nonnuclear, could abruptly trans-
form a future Desert Storm type of operation from another historic
victory to a memorable American defeat.
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could also L: deplo with only slightl:
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. JAKUBIAK. I agree with tha
., WELDON. Dr..mmdin?
. BERNARDIN. I cannot speak to that subject.

Mr

%tr

Mr. WELDON. Dr. Graham, do you concur with that?

Dr. GRAHAM. I don't have current information on that, Mr. Chair-
man. '
Mr
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. JAKUBIAK. In my statement, sir, I basically indicated that, in
fact, the U.S. military has assumed that, in fact, unless the equip-
ment is protected against an EMP, it would fail under an en-
.vironment, and therefore we have taken steps to protect those mili-
tary circuits to the levels that we feel are the threat levels and pro-
vide a protection for those critical circuits.

My statement basically was geared towards the use of COTS

tions identified, and, in fact, modifications are retrofitted to that
ipment before they are
or systems that go into an EMP environment, EMP threat envi-
ronment, are in to be used in an EMP threat environment,
&ym,ti‘nfact,mmdatthemwthatmidenﬁﬁedu
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Mr. WELDON. Mr. Jakubiak, your statement doesn’t seek, was at
least my impression—and I certainly could be wrong, I have been
wrong in the past—but in the hearings we have held in the past,
one of which was an opportunity to have General Clark here, he
basically left me with two impressions. One, we were dismissing
the potential threat; and, two, we were characterizing the cost as
being too excessive to deal with as the reasons why we weren’t tak-
i ive steps.
m%‘:ﬂ:::::ore, my understanding is, and maybe again I am incor-
rect, that the only systems that have really been hardened are
ICBM systems that would be used in the event of an all-out nu-
clear attack against the Russians, and that, in fact, the rest of our
systems are not hardened to any level of certainty that they could
withstand an EMP. That may be wrong, and I am going to ask you
each to respond to that, but that has been my assessment.

I guess the specific question is, I think it was in Dr. Woods’ testi-
mony, he mentioned that we had spent at one point in time $5 bil-
lion, I think was the figure you used. Is that correct, Dr. Wood?

Dr. WooD. That is what has been spent, just by what is now the
nuclear component of the Defense ’l'g:eat Reduction ncy, sir.
That is a small fraction of what has been spent by DOD overall.

Mr. WELDON. I don’t know of any srecific line that is being spent
on EMP in our current year’s budget, and I have chaired this sub-
committee for five years, and I have asked this question frequently.
My suspicion is that because no one service has EMP as a priority
t91‘lrlt:gram, as we have faced a very difficuit budget process, that

ding and investment in hardening has gone by the wayside. 1
would ask you all to respond to those statements that I have just
?:f‘:bii:k. the positive or the negative. Why don’t we start with Mr.

Mr. JAKUBIAK. The requirement for an EMP protection is ad-
dressed on a system-by-system basis when you get outside of the
nuclear command and control area. The ICBM systems you talked
- about, they are protected. The SSBN systems are protected. The
bomber systems are protected. All of the communications that are
used to provide survivability for execution of those forces are, in
fact, protected to EMP levels that are specified in a DOD standard
that has been produced by, in fact authored by, the Defense Threat
Reduction Agency.

When we get to the tactical battlefield, the individual systems
that are used in the battlefield come before a requirements panel.
The utilization of that equipment as to what environment that
equipment might be used, whether it would be—whether it would
be used under an EMP umbrella or EMP threat environment is
considered, and a decision is made as to whether that equipment
will, in fact, be provided EMP protection or designed to stand-
ards. For instance, the M-1 battle tank, that is EMP protected.
That is a tactical system, not a strategic system. There are several
others that I will be able to address in closed session of tactical sys-
tems that, in fact, have been to EMP standards.

Mr. WELDON. Would mothers like to comment on this state-

ment? Dr. Graham first then Dr. Woods.
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Dr. GRAHAM. Mr. Chairman, as far as the cost issue goes, on
those systems which have been EMP-hardened, the cost of the
hardening is embedded in the system cost.

My experience is that with systems designed from the ground up
for military application, if the hardening is taken into account
early in this system, conceptual design and development, it can be
as small as a percent or two of the system cost.

On the other hand, if the system is completely designed, engi-
neered, manufactured, and then you want to harden it, it can
up in the tens of percents of system cost or higher, and generally
is ed as prohibitive. So when you do it is very impertant.

1 have much less experience with COTS equipment, but my im-

ression is that at least in cases where you are using what might

called global hardening, shielding and penetration control, you
are mbagly going to come into about the same situation, where
thinging of it early has a tremendous payoff, including the EMP
hardening early is very valuable.

I would also say that when looking at hardened systems, hard-
ened against EMP, you have to look at what was in design and
manufacture of the system, how the system was tested and how the
system is maintained.

It is perfectly possible to start out with an EMP-hardened sys-
tem, but because the maintenance program and the operational
Beeomam doesn't incorporate EMP-related issues, the system can

me vulnerable very rapidly.

Finally, I would like to say that you mentioned strategic missiles.
There are other systems that have been designed for EMP hard-
ness. For example, the best example, the best case of an ai
being hardened to EMP, I know, is the Nevy and Strategic Com-

's EA-6B Tacamo aircraft, which is a hiﬁhbﬁ'm ified 707,
which has been very extensively hardened to , and there is
still some maintenance program associated with EMP ongoing.

Mr. WELDON. Dr. Wood.

Dr. WooD. It is indeed the case, Mr. Chairman, as you said, that
the strategic war machinery of this country has received by far and
awg.the greatest attention with respect to EMP hardening, and,
at that, the unhappy fact of the matter is that these efforts have
been incompletely successful. I obviously can’t speak to details ex-
eemerhaps in session.

gituation that Mr. Jakubiak seems to be em is con-
cerned with tactical capabilities and, in parti , with COTS
pment involved in tactical circumstances.

t should be pointed out that there is essentially no COTS equip-
ment in the strategic war machine, both because the strategic war
madxinehnnotuensigniﬁuntamounuof\iggn ing since the
em on COTS equipment utilization in DOD, and also because
vuycpecialmtureofmuchoftheequipment.itilrullynot
conducive to use of COTS gear. So most of the—most all of the use
of commercial off-the-shelf, or COTS, equipment is necessarily con-

*

fined to tactical systems.

Because of the di ment which first surfaced when Congress-
man Bartlett held a ion along these lines in his office mosat
of a year ago, I went out to the nse Threat Reduction Agency
and spent most of the day reviewing the studies and the associated
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trum may be the most interesting to look at, but it is not the most
threatening to look at.

So for reasons, I founu the tests that were done by the
Army chemical and nuclear laboratory to certainly be commendable
in that they were looking for inexpensive, quick ways to upgrade
COTS equipment to the point where it might possibly be useful,
but they were in no sense up to DOD standard with respect to how
you thoroughly evaluate the EMP vulnerability of equipment, and,
therefore, I would caution you that the results which Mr. Jakubiak

resented to you in summary—and I am certainly not suggesti
it was anything other than in faith that they were presented,
but I must caution you that those results from a technical stand-
point can be impeached from several directions.

Mr. WELDON. Thank you.

One final quick question, and I would like you to try to narrow
this down to a simplistic answer in what is a very complicated and
difficult subject, I realize, but I am going to try and do this. We
are doing this public hearing for the American people.

North Korea, possessing, let's say, a low-complexity SCUD mis-
sile, puts a nuclear warhead on the top, puts it on a ship so we
don’t know it is North Korea, fires that miasile into the atmosphere
off of our coast and detonates it. How pre is America, from
a mili systems standpoint and a civilian standpoint, to re-
spond? Would we be able to handle it with no problem? Would it
create some degree of problem for perhaps the military, or would
it wreak havoc on the people of our country?

I would like to go down the row and ask each of you what you
think would be the impact today if North Korea, which both
the SCUD missile capability and a warhead capability of a low-
yield capacity, if they, in fact, deployed an EMP, what would be the
impact on erica both militarily and civilian? Mr. Jakubiak?
Would it be significant or nonsignificant?

Mr. JAKUBIAK. A single weapon off of the coast of the U.S. would
be—naturally it would be a concern, but it would not be a drastic
or cata.trophic event that would wipe out the civilian infrastruc-
ture. That is my personal opinion. I think that the peogle you
would have to talk to to see the more analytical approach as to
what the impact on the infrastructure would be would be the na-
tional communications systems, the Office of National Communica-
tions System, which is responsible for overseeing the survivability
of the public telephone switching network infrastructure. Their re-
sults have shown that, in fact, that infrastructure would survive,
no problem; that, in fact, your phone calls would get through. In
fact, even in :egxmjc callin%envxronment, where people rel]:eatedly
would try to redial again, they have shown that, in fact, the infra-
structure would survive, and your calls vould get through at a 70
percent rate, which by no means is a catastrophic event.

In the area of the military communications systems, our nuclear
command and control system would continue to operate properly.
We would be able to detect that launch. We would be able to advise
the President as far as what his options were, in fact, from a nu-
clear command and control perspective. And, in fact, if any activa-
tion of nuclear weapons was, in fact, required on the U.S,, that
could still occur after the EMP occurred.




WELDON. Who would we attack?

I am just that, in fact, the President would

of his options as as what nuclear capability he has
wants to respond.

e o Individuals, o thing oon o ot ik
to you ps we i

justification to have a nuclear response against another

The President is always advised of what his nu-
iﬁ'mmtimudutmmmofmt
single warhead detonation would be?
. Mr. Chairman, I am only able to s to the
be produced on the ground, , in fact, I
y some ntations to show on what
weapons would ce.
WELDON. Let’s wa 1-kiloton warhead that is fired on a
SCUD of our eastern coast, what would be, in
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mk iy professional opinion, the impact of that? Could we
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ian and

%, minimal problem, significant problem, civil-

Dr. BERNARDIN. effects on our civilian and military infra-
structure I am not prepared to speak to. That is outside my area

Mr. WELDON. As a professional. You are a i"“"" i
Dr.Bllthl.lJlN.Iam.Miimpl'ouionvm?xlll be that we would

have low effects due to a 1- n-type weapon detonated over the
United States.
&. WELDOng‘ranham I don't the o
. GRAHAM. Mr. Chairman, know answer ur
question, and I—. ¥
Mr. WELDON. Let’s increase that to 10- to 20-kiloton.
Dr'thmicmﬂth::l:'rympmit ;:fd.th‘ theynryfu‘i’:ll.:l.oul‘
n 20 W,
ththeyield.andldon’tbolicnthcanalydlhubundon{w
would give a definitive answer to that
However, pieces of the
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if we were in a time-critical situation where we have to get men
and women to a theater rapidly, such an attack could cause us a
siﬁiﬁcant delay and, therefore, a military problem.

r. WELDON. Dr. Wood.

Dr. WooD. Mr. Chairman, the question or the set of 'ﬁ\:‘estions
that you posed are certainly the most pertinent ones. y also
elicit answers which not only are a bit extended, but really is—
some portions of them would have to be made in closed session.

But to speak to the issue as much as feasible in open session, the
North Koreans certainly have the ability to deliver a small nuclear
explosive to the U.S. at the present time. The ballistic missile capa-
bility which they have demonstrated could deliver a warhead
w:]ifhing substantially more than a tenth of a ton and substan-
tially less than one ton anyplace that they chose to in the United
States, including any height of burst that they choose over the con-
tinental United States.

So that is something which I think the Rumsfeld Commission
predicted would happen. It is something of which the test of last
August 31, 1998, indicated they indeed had that capability.

press reports are s’al‘)}':;lg that they could strike Alaska or
they could strike Hawaii. t is striking in reference to a 1-ton
warhead. With a fractional-ton warhead, that same missile could
deliver that warhead to any point over the continental United
States, over the 48 contiguous states. It is not necessarily the case
that the referenced 1-ton warhead is what the North Koreans
would use. It is very well known that U.S. strategic warheads that
are in stockpile at the present time have masses of tenths of a ton,
and not very many tenths of a ton. So if the North Koreans had
access to a single sheet of paper, whether it could come to them in
a fax from a Soviet nuclear weapons laboratory, they could use the
materials that they are known to have in hand to create a war-
head, not, Mr. Chairman, that was one kiloton or even ten kilotons,
but substantiall{)higher yield than that.

My colleague Dr. Graham has said that the EMP yield of a war-
head is very weakly dependent on its energy yield. That is true,
but it is true in spades. Special pu nuclear warheads, on a kil-
oton scale, can have much more of EMP effect than ordinary nu-
clear warheads on the megaton scale. Less than ten kilotons prop-
erly employed in the type of warheads which have actually been ex-
amined, both in the Soviet Union and in the United States experi-
mentallﬁ, warheads of less than 10-kiloton yields can put out very
large EMP signals. So it is necessary to understand that it doesn't
take a megaton to do an awful lot of damage. You can do an awful
lot of damage in ten kilotons or less.

Mr. WELDON. What would be the damage done by that, in your
opinion? That is what I am trying to get at, and I know there are

1 kinds of variations. Are we K1‘>)repaau-ed, militarily and civilian, for
the kind of capabilities North Korea has?

Dr. WoobD. In order to be noncontroversial, I will just quote a
CIA estimate that has been briefed by a senior cognizant CIA na-
tional intelligence officer on the Hill here during the last year, on
an unclassified basis, where he considered a hypothetical laydown
of the type that could be posed by a Taepo Dong missile over the
central United States and presented the unclassified calculations of
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what the EMP yield or the EMP co uences would be at the
coasts of the United States; in other words, most distant from the
explosion. The EMP field strengths that were calculated there—
and nobody seriously questions these calculations, they are with
tool sets that are community tool sets that have been around for
decades—with the field strengths that were demonstrated at the
coasts, the maximum distance, you would see upset or damage to
a wide variety of civilian equipment that has been documented to
fail at these field strengths, and you would see some damage to
military equipment.

The consequences of such a laydown are very strongly dependent
on what you assume is the nature of the explosive, as well as what
you assume is the vulnerability of the equipment, but with docu-
mented equipment vulnerability of the type that has been meas-
ured for sensitivity to these threat spectra during the last two to
three decades, you would see major damage as far out as the coasts
gﬂ?viliangur.Youwouldalaoneittoasubstanﬁalamountof

tary gear.

It must be said, sir, that Mr. Jakubiak is vastly more optimistic
thanlamwithmpecttothevnﬂncnbilityandmrvinbihtyofci—
vilian infrastructure. He said the telephone corapanies said that
their tbedpment would just come through unscathed, or essentially
unsca ; that you would not notice the difference essentially.
Well, this is the same telephone com that can’t earx‘my traf-
fic when I try to call my mother on r's Day. And they aren’t
out 70 percent or 30 percent of the time, they are out for hours at
a time, where I get an all circuits are busy now, please place your

i weekend.

The Defense Department didn’t believe that the telephone com-
pany would survive a nuclear EMP la’down They built an inde-
pendent telephone system during the Cold War to carry vital stra-
tegic traffic, and they did all of things that the telephone
company doesn’t do in the hopes that that system might actually
survive a nuclear laydown. But neither the Strategic Air Com-
mand, nor the Joint Chiefs of Staff, nor the Defense Communica-
tions during the Cold War believed that the civilian tele-
phone or ph. or whatever infrastructure would survive a nu-
clear laydown in any fractior. They thought it would be knocked
down completely and forever, and this was extensively documented,
Mr. in the studies, the Post Nuclear ck Surviv-
ability and Recovery Studies (PONAST) of the 1970s. There was
nothing left. It was totally burned down, and statements by AT&T
or whoever else may be making such statements that they are in
vastly better shape today are very, frankly, sir, hogwash.

Mr. WELDON. you.

Mr. Pickett.

Mr. PICKETT. Thank you, Mr. Chairman. I guess what we are all
really concerned about here is the basic question—we are the gov-
ernment policymakers here, and we are trying to get an assess-
ment of whether or not there has been an adequate determination
of what the threat is to our country, and then whether or not we
have deve an adequate res to the threat.

So you ail know that we as elected representatives operate in an
environment where we have to somehow make an assessment of
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the technology involved, the economics involved and the response
that is fashioned for our country, and we have to bring all of this
about in a political environment where we have to persuade the
public that what we are spending that money for is justified.

So my mstion is, first of all, do you on the panel believe that
there has been an adequate assessment of the threat to our country
. from EMP; and, secondly, if there is a threat there that requires
a response, has enough been done by our country to respond to the
threat, and, if not, can you make some suggestions about what ad-
dition would have to be done in order for our country to have an
adequate response to the threat that we have identified?

Dr. WooD. Mr. Pickett, by far and away the most effective thing
that could be done in terms of cost efficiency to see that our coun-
try doesn’t suffer damage from the EMP at is to make sure
that nuclear explosions never occur over our country.

Mr. PICKETT. You are alluding to an adequate missile defense
system; do I understand you correctly?

Dr. Woob. That is one approach to it, sir.

Mr. PICKETT. Yes. Okay.

Dr. WooD. There are others that take exceedingly dire retalia-
tory threats that would presumably have something—some efficacy
along those lines, if those threats were considered credible.

Mr. PICKETT. Anyone else? Yes, Dr. Graham.

Dr. GRAHAM. Well, I agree with Dr. Wood about the imgrtanee
of trying to prevent nuclear weapons explosions over the U.S.
Using every diplomatic, economic and military capabililthy we have
or can develop, I believe we would still face the possibility that it
might occur. For example, one of the ways an offensive nuclear
weapon on a missile can be armed is in what is called a sympa-
thetic or a salvage fush}g mode, so that even if you intercepted
above the atmosphere before it reaches its target, once it knows it
is being attacked, once the offensive nuclear warhead knows it is
being attacked, its fusing system may choose to detonate itself
there to get at least the EMP and space radiation effect of the
weapon.

So it is very hard to eliminate that possibility completely, al-
though we should certainly take every action we can to do so.

I think from the point of view of the Congress, it would prove an
interesting exercise to ask the Defense Department and officials in
the national security area to review the systems which theY think
should function through a possible at least high-altitude nuclear at-
tack, and then to describe which of those systems were designed to
be hard to it, which were tested to be hard to it, which are being
maintained to be hard to it, with some description of what is tran-
sﬁiring in each of those areas, and then to do the same thing in
the civilian area.

I am familiar with some of the civilian telecommunications tests,
in particular a number five electronic swibclﬁx‘x:ﬁ system test that
was done in the Aries simulator, which I did the preliminary de-
sign for in 1968. The cables that normally extend hundreds of miles
into that system were represented by cables coiled up and placed
under the mobile vans it was carried in. So, as we mentioned ear-
lier, that is certainly not a good representation of the stress that
the system would receive.
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subject committee might find both informative for you and
or the defense authorities. '

. BERNARDIN. I would like to respond to your question, Mr.
. States is investing quite adequa
is, studying what countries
out there that are trymﬁ to. develop nuclear weapons h

and what those weapons might look li
Is that threat that requires EMP tasting, T would soint out I
ous t requires i int out
believe one of the panel members may have a miu%:fpmuion,
that there is quite extensive testing that has been done of military

m,andlthubeentotheE—l,thehJ%h«ﬁ'equencyEMP.Dr.
Y simuiador of high-requoncy EMP. s1d as you {1 into the sirport
r o e ency A as you fly in airpo
;u}xm ?lbuquergue, you can't hclpotput notice x“"rf‘,mf'i"}“l‘”“
are taking up areas of space, on order of a football-
i aml:gl simulators.
So the xmhhﬂrhu done quite a bit of testing of EMP for vital
equi t, as Mr. Jakubiak talked about which equipment really
to be EMP-protected.
As far as civilian systems go, I cant s to that, and I don't
know what our vulnerability is on the civilian side.
Mr. PICKETT. Mr. Jakubiak, can you respond?
Mr. JAKUBIAK. Let me endorse what Dr. Bernardin just said, that

é
:
e
|
;

getting worse or if it is getting better, and desi our EMP pro-
grag;g and equipment to mn:gt that threat in today’s environngmt

As far as the commercial infrastructure is concerned, the mili-
tary—and I am not involved with assessing what the commercial
infrastructure vulnerability is, I have access to the reports that
have been done by those that are responsible for that. It is not just
the telephone companies. It iz the National Communications Sys- .
tem, which is a Federal agency that, in fact, oversees the surviv-
ability of the commercial telephone infrastructure. It is their re-
?ortsandtheirtestingthatlamquotinghere, and it is their per-
. formance under EMP environment that I am speaking to when I
mentioned that the phone system will work at a 90 percent level
with normal ing and at a 70 percent with panic lo.ﬁi:ﬁ under
EMP environment. y have tested that to the EMP s that,
in fact, we test military equipment to, and that has been their re-
:lpl.{:. So if you wcmldI i utl‘:ih:f:: m?re informattlilo:: on the commer-

infrastructure, I wo ngly suggest you get a rep-
resentative of their survivability pnmtm, the Na\t'.ionafe Commu-
nications System, and have him provide a briefing also on the work
they have been doing and are continuing to do.
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In fact, it is my understanding, from a phone call I had this
morning with the National Communications System, the person in
‘ of the survivability effort, that they are continuing to pro-
vide testing on survivability of the pullic telephone system, am{, in
fact, their current testing is more concentrated along blast
than it is EMP, because they feel their system will survive an E
event.

Mr. PICKETT. Okay. Thank you very much.

Dr. Woob. Mr. Pickett, you should be advised that the national
capability to do EMP testing is basically in shambles relative to 10
or 15 years ago. For instance, the system that Dr. Bernardin re-
ferred to that you see when you fly into Albuquerque Airport is the
wreck of the trestle system. It has been decommissioned. It has
been completely nonfunctional for a number of years. It would take
man 111;101:;. of millions of dollars to bring that back into operational
ca .

national capability to test against EMP vulnerability of sat-
ellites and s -generated EMP died when the U.S. ceased to do
underground nuclear testing. There are very few of the major facili-
ties that existed 20 years ago, sir, that are in operational condition
today, and the ones that are in existence are used very seldom.
e P o eroihe. present time. sir. 1 stoongly suggest
ing p a presen e, sir. ngly sugges
mm;::mituewouldbewelladviud,inallm , to ask
for documentation along these lines. You will find that there is
nothing behind the f: to a first approximation.

Mr. PICKETT. Thank you.

Mr. BAmm[prelim].'lhankyouve much. We must recess
briefly for another vote, and it will be very brief this time.

I would just like to pose a question that I would like you to be
thi.nki% t while we are gone. Our last real life experience in
EMP effects was Starfish, 1962. There was essentially no electronic
equipment in Hawaii. It was electrical equipment. re was mas-
f;@& relatively massive, disruption of those crude, crude systems in

1 am having a lot of trouble with the simulations today that can’t
come even close to that real-life test. I mean, what you are telling
me is that these highly vulnerable systems that we have today, be-
cause we are so sophisticated, would be far less affected by EMP
than these crude systems that we had in Hawaii that shut down
their telephones, turned off their street lights. I am just having
trouble with the validity of your tests.

We have to go to the world sometimes to get a validation of
your tests. I am just very skeptical of the validity of these tests
when thegaenn’t come even close to predicting the kind of damage
that you had in the only real life experience that we have had, and
I don’t know how you can be sanguine about your tests when they
can't verify what, in fact, you know happened in Starfish in 1962.

I would like a brief discussion of that when we return, and we
must now recess our committee briefly, and we will return shortly.

[Recess.
Mr. WELDON. [presiding.] If we could reconvene, I would return
to my distinguished colleague Mr. Bartlett.
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You often find out that, oh, with current injection the thing died.
However, if I g:: curl the cables up and set them vzderneath, it
came through fine.

So a lot of the difference between the tests and what is seen in
the real world is how rigorous the tests are, how close to the real
world they are made to be.

There is just an enormous difference between what you can say
happened in an EMP simulator and what happens in the real
world if the EMP simulator is not realistic. You might as well, in
some circumstances, not have done the test at all.

Mr. BARTLETT. Dr. Graham.

Dr. GRAHAM. Particularly concerning the Starfish event, which
was above the horizon, but over 1,000 miles from Oahu, the Hawai-
ian Islands, and approximately that distance from the other is-
lands, a number of events were observed on the islands that were
almost certainly related to the EMP from the event. Of course, the
EMP wasn't understood at that time, and, therefore, the phenome-
non that occurred wasn't understood in any but the vaguest pos-
sible watie” being something that happened at about the same
time as Staﬂﬁ event.

However, there was a body of anecdotal data of things that had
happened that were unanticipated, coincident with Starfish, and I
must admit we were probably a little slow on this, but it wasn't
until about a decade later that we made a tic effort to col-
lect all of that data and describe it. We undoubtedly missed some
things that had been lost in the intervening decade, but we had a
list of phenomena that were observed, and by that time, say
around 1972 or so, we understood the high-altitude EMP effects
much, much, much better than we did in 1962.

I don’t know of any effort to go back and deliberately simulate
those effects by applyi.‘lg electromagnetic fields and currents to the
equipment that was affected during Starfish. However, I believe
most—the effects that were observed, as best I can recall them,
were in generally what I would call generally at least qualitative
accord with the electro; tic field levels from Starfish that were
incident on the Hawaiian Island chain.

So it is really a case of not having done all of the simulation and
perhaps not even all the analysis we might, but having, I think,
a generally plausible agreement between what we discovered had
happened on the event and the electro etic field strength we

exmted in re at Hawaii from S

BARTLETT. It is fair to say then, I gather, that we do not
know the extent of our vulnerability because of our inability to test
whole systems and even complements of systems realistically under
the kind of environment that would exist with an EMP laydown?
Is that a fair statement?

Dr. GRAHAM. I don't think it is quite fair. I would say it is slight-
ly differently. I think you can do reasonably good simulation even
on systems that are quite extended, cables running off everywhere,
antennas, power lines and s0 on. All of those systems seem to have
the characteristic that the really complicated stuff, like electronics
and computers, is in one or a few nodes, and all the stuff that goes
off great distances is things like wires and cables and antennas,
which are relatively simple.
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were vaporized, that there would always be an excess of electric
power generating capability relative to what was needed through-
out a nuclear war and afterwards.

Then came the 1965 blackout in the Northeast, followed by large-
scale blackouts in this country that were attributed to the effects
of solar magnetic storms; that is to say, exceedingly weak EMP of
the tﬂ)re that God generates when the sun fluctuates in the output
of solar wind. The Earth’s magne re rattles around as a re-
sult. As a result, there are very low-frequency but, over large geo-
graphic scales, amplitude electric field disturbances around
power systems, and the power systems fall apart; not believed to
do so0, but they have done so, repeatedly. You know, cﬁou actually
read in the newspapers occasionally that such and such a blackout
was attributed to a geomagnetic storm.

Well, after these events, the power—the electric utilities became
much more realistic and in the PONAST studies of the 1970s the
told the government that they should assume that due to EMP ef-
fects, not due to blast and heat or elimination of cities, but due to
EMP effects, they should assume the power systems would go down
nationwide, and it would be very difficult to reconstitute for the
reasons that Dr. Graham said, namely that when a power system
goes down, if a piece of it goes down, the rest of the power system
can be used to pick it back up and make it operational again. But
when the whole system down, when a whole interconnection
goes down, itisexeeeding;re:lifﬁctﬂttobringitbukup.lnthem
of the northeastern blackout in 1965, in some places it took two or
three days to bring it back because people had never brought a
power system back before that had gone down over such a wide

So as people are confronted with the prospect of realistic testing,
or sometimes they are just humbled by natural phenomena such as
hrgegeomagntic storms, they become much more realistic about
whether their systems can survive, and in particular can survive

So I would suggest to you that the primary reasons why people
are thumping their chests now, are reportedly thum their chest
and saying we are so robust against EMP, is they ply know

won't be tested. \

. BARTLETT. Let me see if I can get an answer to my concerns
another way. The three of us here were sitting in a hotel in Vienna
just a few months ago with Vladimir Lukin, Ambassador from Rus-
sia to the United States, at the end of Bush, at the beginning of
Clinton, who is now the chairman—.

Dr. WooD. I remember him well.

Mr. BARTLETT. Sir?

Dr. Woop. 1 remember him well. He was the final Soviet

)
Mr. BARTLETT. Yes, and he was one of the Duma members who
was negotiating with us a resolution of the Kosovo fiasco; we were

dhmnmia resolution of that debacle.

He sai duri.lxthoae deliberations, if we really wanted to hurt
you, we would detonate a nuclear weapon at altitude over
your country—by the way, he started out to say, if we really want-
ed to hurt you without any fear of retaliation, we would detonate
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a nuclear weapon at high altitude over ;our country and shut down
your entire power grid and your communications system for a
month or two. ‘

Did he not know what he was talking about?

is a little bit problematic.

they could do it today or any time they chose, and if they did it
in the middle of the day, on a sunshiny day, you might not even
see the bomb go off.

So, yes, it represents a way that the Soviet Union could impose
pain—or the Russian Federation could im pain, and indeed in
my prepared statement I that they will retain that par-
ti whip hand over the t for as long as that government
is still in existence

Mr. BARTLETT. Mr. Jakubiak, why would he say “without fear of
mi.mtaliationm"?'l‘hilm\ﬂadimlr' Lukin. He said “without fear of re-

Mr. JAKUBIAK. I do not know what—.

Mr. BARTLETT. You can't figure out that?
tl.:f;.r.JAmIBum.Ic:nn’t:underst.amlwhat;histhinkingwnbehind

Mr. BARTLETT. You see, if this came from the homeland, there is
no reason to launch it from your homeland because then we would
know where it came from. You would have to be pretty dim-witted
to launch a nuclear device on our country from your land. It
is a big ocean. There are a lot of ships out there and submarines
on their part. But if it was la from the ocean, how would
we know who launched it in today’s world? In the old Cold War
world, we knew who would have launched it. It would have been
the Soviets. But in today’s world, how would you know who
launched it? -

Mr. JAKUBIAK. I don't feel ified to discuss that.

Mr. BARTLETT. Sir, even if we did know, if all they had done is
electronic warfare, they have knocked out your power grid, they
have knocked out your communications, they have not hurt one
person or broken one window, are we then justified in incinerating
their and babiea?

Mr. JAKUBIAK. I think that is a decision that the national com-
mand authority would have to make.
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tury was here with us to present us with their report on phase one
of their three-phase study. And, of course, in that report they draw
some conclusions. And I found the conclusions very interesting be-
cause they, in part, gohandinhandmthwhatwehavebeenhear
m%from you this mo

ut there is a theme ugh their conclusions, and I would like
to try tolfslummanze that theme by reading part of their conclusions

u, if I may.

y say that America will become increasingly vulnerable to
hostile attack on our homeland—a scary thought and similar to
some of dthe thmgsmh that we have beer‘;“u hearing from this morn-
ing—and our superiority not entirely protect us.
States, our traditional adversaries as well as terromts and other
duaﬂ'ectedgronpswnllaoqmrewea of mass destruction and
mass disruption, and some will use them.

And then they go on in another part of their conclusions and say,
foreign crises will be replete with atrocities and deliberate terroriz-

of civilian populations. The essence of war will not change.

t will change will be the kinds of actors and the weapons avail-
able to them.

We talked about some of the weapons that are—that will be
available to them. They include nuclear EMP. They include radio
frequency weapons. It includes weapons used in cyberattacks,
chemical weapons and biological weapons of warfare. All acary

thoughts.

Andwhenluwthuthemerunmngthro h their conclusions, -
it reminded me of som thatlthmkaboutoﬂ:en and that is
thefactthatmtoday’lworl wenolongerhavetheluxury xfgoo

will, of being able to identify our foe as we did during the Cold
War. Funny thing to call a uxu?‘dButmasenseatlmtxtgave
us & pretty clear idea of what we to deal wi

But today, I think, at least beginning in the early 1990s when
we demonstrated to the world that we had the kind of conventional

ty which very few around the world can compete with,
thu:{. an enhanced determination on the group of

people who want to influence world events through other means to
use terroristic types of activities in order to accomplish those goals.

Theypmnd.foreumple, mAfghnmltant.hatthose kinds of guer-
tactics and terrorist tactics were pretty effective.

Myquuhontoyouuan help us understand with regard
torad:ofmquencymponlszhxch ve been discussed here to
some extent thumormng and, of course, EMP as well, what kind
upablhty thummlght in a nonstrategic—I don’t know what

been phrneytermod T Iml;ethtﬁe o
s issue—

but in terms of w people, guerrilla-type
vnrfare what kind pabah and what kind of attack does this
&ygof thnd capability does that give these
of grou t.lut nontraditional of adversaries?

May 1 ukuch torecpond?DrW would you start?

00D. Very suhcta.ntial capabilities, sir, to impose damage,
and in some circumstances perhaps impose very considerable pain
and even loss of life.
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Dr. GRAHAM. Certainly the both, and the nuclear the most, can
send dramatic US. We implicitly have an insular
mentality, because it been so long since we have been attacked
to any substantial degree. Ibeheveanyhndofanattack
us which has either a major infrastructure, military, or po)
effect will have the same effect on our country as putmkhadon
our science and technology in 1957. It—1956, I guess. It will cause
us to think about the wo dmadlﬂ'erentwaythanwethmkabout
it now.

Mr. SAXTON. Could an individual or agoup of individuals use
%Jnanragm frequency weapon to, say, shut down significant parts of

DrGR.AHAu I would prefer to address the specifics in closed ses-
sion, if that is all right. Butcertunlyauachagunstourmfra-
structure using radio frequency weapons as well as the p ility
of the other t.hreete that you mention is a definite ty. Steps
we can take, of course, to counter that are first to aeoherent,
eomutentnatlonalpohcyonhowwearegomgtoa
eoneerm,eeeond,onbemgabletotelllfmh a u,mfact
being mounted against us not just by our intelligence to anticipate
“i.'.i?"’ Mepponing: and Thon thicd, having piens to respond th it
what is ning; n D respon i

Andlbeg:eweunmakeagreat::fl progress in each of
thoeeame,andeertunlyeomeveryeueﬁxltboughtinthatiewar-

knowledge. I know that both our ratories have explored the
technology in the past, both Livermore and Los Alamos.

Mr. SAXTON. Let me ask you a nuclear question then.

Dr. BERNARDIN. Okay.

Mr. SAXTON. Mr. Bartlettalhorttimeagoukcdthequeltmn
abmttheKoremgtentully detonating a nuclear device off one
of our coasts and what kind of damage that would do. Is it feasible
myourmmdthateomeonehkeOumaBmLaden,whoreponedly
has a wealth of about $7 billion, could acquire the necessary equi
ment, ships, SCUD missiles, to detonate such a device? Is that
within the realm of feasibility?

Drtliemlb:mm lthmkitutvlv:kt?ntherealmoffueibtﬁywac-
quire unching equipmen a missile. Acquiring special
nuclear materials in rg;nto fashion a nuclear weapon is some-
thing that the intelli agencies would have to address.

Mr. SAXTON. You don’t think he would buy one?

tlnt i
and being detonated over the U.S,, and we ytboeeecenarioe
war uewhnttlnimpectww’d on military

Mr. SAXTON. I am going to stop.
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OPENING STATEMENT
REP. CURT WELDON
CHAIRMAN
RESEARCH & DEVELOPMENT
SUBCOMMITTEE
HEARING ON EMP THREATS TO
U.S. MILITARY AND CIVILIAN INFRASTRUCTURE
OCTOBER 7, 1999
Subcommittee meets in open session to receive testimony on the
potential of an electromagnetic pulse attack to disrupt the
United States’ military and civilian electronic infrastructure.
~ Our open hearing will be followed by a closed, classified
briefing. The classifled briefing will give our witnesses an
opportunity to brief members in greater depth, and to respond to
muuyuwoamﬁwbﬁﬂyminm
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Putofom'pupooetodtyinholdinzmopenheuingon
Mistohelpedtmmptﬂiconﬂlissﬁllnotwidely
understood threat. An electromagnetic pulse can be generated
when a nucicar weapon is detonated at high altitude, above the
atmosphere. TheEmp:odueedbysuchmexplosioncan,
pm‘“y.mordmmyelecmicsymmvast
arcas of the Earth’s surface.

The United States has evolved into a technologically-
dependentsoclety,mﬂlhlﬂlpMﬂwlnuablhtytoEm
The widespread peralysis of electronic computer systems,
would not be merely an inconvenience. Nor would an EMP

attack have only commercial consequences.




7

Our modemn way of life, and life itself, dopends upon the
functioning of our electronic society.

How severe would the consequences of an EMP attack on
the United States be? Some have argued that an EMP event
could be like putting the United States in a giant time machine
and, in the blink of an eye, transforming our high-tech society
into a primitive, pre-industrial one, circa the 19 century.
Others argue that, while the consequences of an EMP attack
would be serious, the efflects are likely to be much less severe
and more manageable.

The EMP threat may have acquired new, and urgent,
Wstcpdiﬁlﬁmofmhtmndm
technology accelerates. .




North Korea, for example, is assessed as already having
developed one or two atomic weapons, and is on the verge of
testing an ICBM capable of delivering a nuclear warhead to the
United States. North Korea already has missiles capable of
delivering a nuclear warhead against U.S. regional allies and

U.S. forces based in Japan and South Korea..

lsitpo.a’bleﬂn,givmthendhinoﬂiotﬂll;m’s
nuclear arsenal, Pyongyang may consider an EMP attack the
most efficient military option, the best way to inflict the
maximum demage on the United States and its allies in the
event of a conflict? Or perhaps the best way to blackmail or
deter the United. States in the event of a crisis?



®
There are differences within the scientific community over
just how damaging an EMP attack would be. There are
differing opinions among experts over the likelihood that a
rogue state armed with a small number of nuclear missiles
would prefer to perform an EMP attack, as opposed to blasting a
city or a military base.

The main purpose of our hearing today is to air and explore
these differences of opinion about the EMP threat by receiving
teuimonyﬁomtwo'pmelsreptuemingdiﬁ'qingpoimﬁview.
Chiefs of Staff, are:



0
“Senior Civilian for Nuclear C3 and EMP Policy

Joint Chiefs of Staff

Provost for Theoretical Institute of
Thermonuclear Studies
LosAlunoanuomlLabomory

 The sacond penel is of independent experts:
Dr. Willissn Graham

Former Science Advisor 10 President Roagen and

Rumefold Commissioner on the Missile Threst
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Dr. Lowell Wood
Member of the Director’s Technical Staff

We welcome you anii thank you all for being here.
m,beﬁlelmbﬂoumiomlwuballm
M. Pickett, the ranking Democrat on the R&D Subcommitice,
respectfllly.

[AFTER MEMBER OPENING REMARKS]

M. Jakubisk, the fioor is yours.




M. Stamley J. Jakublak
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Mr. Cheirmen, members of the Commitsce.

1 amm grateful for the opportunity t0 address the Commitice on the
Electromagnetic Pulse (EMP) threat enviconment and 10 discuss iis
jmpact on commercial off the shelf (COTS) equipment nsed in military
command and conivel sysiems.

The detonation of a nucicar weapon between 50 and several
bundreds of kilometers sbove the earth's surface will produce an
clectromagnetic pulse thet can, under certain conditions, demege
Wm—nmmmm Although the EMP
phenomencn hes been studied for meny years, its impact on unprotected -
 electronic cquipment is at best wacertaln. We know it will ispact
clectranic equigasent, but dut 10 the variation of clerances built nto
commmercial eqiipeent and the diferent systims confiprations, we cant

: bmmuum-umﬁ--*
m-unu-w-—nuawq—n
meratess to iatigute any fubowe of the commercial power .
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"':';,‘:jmm--nmmu-mnud
: ‘ o EMP covisonmunt. ‘7o insuse salishie opaspiion n an. EMP
o , i‘rﬁ'mm—mmmmwu
T "’,,}muumm Pallures ave snslysed snd
S .-mmnhmb-uum

. MGM“MM&&““ -

 Choarvations regarding the velnassbiity of COTS equipament 0 & range of
"“ “Muhd*mhm&nwd
nm--n-uwmm | YO

- i, —-i. hpﬂh thet seme m upset can occur wivem the

. ;_;"*ﬂ“mml-l“n*

".nw-u. Whten the el stmngii s seach sbove 8 KV/m the ik that soms -

' wﬂwm-pm ntherangeof7-20
wnma.mummuuum .

aukw-d-pnp-uu. mt--mmdm .
_wmummmmm

| i comchustun, dhee 40 the semettivity of COTS aquipssent to verious
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lhh#hh*w“ﬂ-nh_m -
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o ,“ummm-mluumm
: u-khhhmmzmﬂmnmum ~
(IPRTF) Wespsn. This stadly afiost faeused en the faasibility and effostivencms of doveleping on
.ﬂ-ﬁ-hcﬂnm Sines 1996, I have bom the Provest for a pest-gmiduste )
' **““vﬁhmuﬂ“hw
: omwntion of suslew wospen dusigeas. A
mhbh“ﬁﬂhhmbhﬁl—d*y .
Mdaw*“nhuhAw )
mwclese detonstion would preduse sn eleciremagnetic pulss (EMI?) that would cover fem ene-
% sovornl-million squase kilometers, depending upon the hoight of bumt, with alostrie flolds
loger them thess yypisally sssesisted with lighting. In sush an ovent, would milltery equipment
daployed within e ss0s of BMP cuposuse be sesiowsly impaised? Wenidoivitien .
comummisstions, the power gid, snd eguiprment connssied to the power grid estontvephicelly
The saswess to thass quastions depend en (1) the Ypes of Gest wespams deployed, 2)
the BMP produced by these weapens and (3) the affoets that ase canand by the IMP.

Types of Threat Weapenn

The types of Gueat weapens deployed in foveign amenals ave discunsed in clased sumsion.
R is noted hovs thet the Depastment of Basagy susiear design labs, Las Alames and Laveenss
Livenness Natisnal Lsbosstesies, wesk elosely with the Definse Intalligenss Ageney (DEA) snd
e Contnl Innlligmes Agensy (CIA), slong with ather membess of the intelligense community,
® computntisnally medel fossign anclesr wenpsns. The Labs cnch have over 25 yoams of
enpasisase in ssedeling foseign nuslear waspens.



* Wit Russia incladed in the lat of esuntsies pessaming muclear waspens that could
potonsially be detonstr1 over the United Siates, the list of potantial mucieer wespen technologios
of intesest for evelustion renges from single-sings, nabesuted wespans, through modem, fwe-
stage thenmenucioar wespens. Through an under-tanding of how BMP is praduced, it is
pessibls o corvelete the severity of the PMP snviseasanis with the sppreprisis class of suciesr
wespen Weshnolegy. This correlation will be pressnted in closed testimeny.

EMP Esvireamints

The EMP prodnced by thess weapons is alse 2 topic delagated largely 10 clesed session.
However, it is possible 1o discuss in an open forum the precess by which high-altitede EMP is
pﬁdhhmmmmuh-"s-h-lmcfhm
foatures of the resultant EMP.

The Defonss Threat Reduction Agency (DTRA), through contractors thet it employs, is
the priacipel DeD erpaniastion for EMI sssesomont. Los Alemos also hes a capebility for
sssvesing the large-emplitade portion of the EMP, and hes provided the Joint Sl with
indopondont EMP theeat 20000sments since 1987.

The production and cheracterization of EMP is a highly techaical subject. 'l'cmh
discussion of this subject, I have brought some graphics for illusiration. ‘ '

Graphic 1 illusirates the svea coverage of direct EMP exposure from a 200-km heigh; of
burst over the United States. The ares coverage varies with the height of burst. For a 200-km
Twoight of burst, which might be apprepriste for a kypothetical multi-Mt wespen, the horiaon is
located at shout 1600 km (or 1000 miles) from the point on the grownd divectly benoath the burst.
Feor 2 50-km height of burst, which might be appropriasts for a 10-ki fission weapon, the hotrizon
is located at shout 300 lon from the ground point baneath the burst.

Graphic 2 iliustrates the temporal features of sn EMP wavedorm at the sarth’s surface
resulting from a high-altitede burst. ‘The EMP has thres temporal componmts, designaied as E,
E3, and E). The early-time or E; component is defined as the first microsscond of the pulse. It is
produced largely by prompt geuma rays generated in the explosion. A characteristic smplitede
of the electric fleld is 30,000 volts per meter (V/m) (Longmire, 1978). The intermediote-time
component is defined as the portion of the pulss from one microsscend 10 one second, and ¢ is
produced primarily through prompt gamma rays thet have boen scattored in the atmesphere and

3




St

by noutrens predused in the enplesien. This compentat is shavastesiosd by 2 pank electric field -
velns of 160 Vi (Radasky, 1908). The thind componsas, the lote-tisns compeneas, is dofined as
e pastion of the pulss beginning at ens sesend and lasting up 10 sovesal hundved secends. Kt is
poodused peiseslly theough the intemstion of the enpanding snd sising Sscball with the sasth’s
goomagastie fleld Uinss. This BMP compenent is shassstarined by 2 poak fiold of 0.01 Vim. The
&*h“buyﬁﬂbmhﬁq.“oﬂ“hc.&.

Guaphic 3 ustastes dotuils of some additionnl specifies of the EMP geassation precess
for the E, pertion of the puise. A high-ahtitads nusiser snplosion produces ganume regu, x-s0e,
nouirens, snd debria. Seme of the gamma sy prapagate down jnte the casth’s stmesphere, .
wheve they cellids with aic melecules, producing reseil slestrens. Ths siscirens are conated with
& velocity directed principelly radially cutnasd from the busst. The clesisans 28 tamed by the
oarth’s magnatic fiald, which results in syncheetron radistion. The sadistion adds cohesemtly 10
form the slectremagaetic puire. As the electrens truvesse their jecteries, they eollids with
othar slacirens, cossting a see of electrens lmown as isniastion. levisation can be anhanced by
stmespharic beenlodown or avalenching dus to the prerence of the EMP electric fiald. The
ionixation shorts eut the EMP, lissiting its vaing 10 typically 30,000 Vim.

High-ensrgy x-rays produced by the exploding wespen can ales enhence the ionizetion in
the high-akitude EMP source region. This sewrce of ionizatien was largely ignored in EMP
asossoments uniil 1906. Inclusien of the x-rays lowered the aseessed valuss of the peak fiald for
many wespens. .

Note in graphic 3 that a thermosuciesr weapon consists of two stages. The primary stage
imyﬁmhﬁoﬂﬂiﬂbﬁnhm"umn
relatively largs yield. Each weapon stage produces its own E, EMP signel. But the primery
n.—mmw-wmhﬁmmuhm
—wuumu .

&thttdomhqﬂ“ofﬁp&nﬂﬂﬁnw
weapon detonsted over the United States. The directionality of ths earth’s magmetic field couses
hhﬂpﬁ-ﬂmhmbﬁﬂd‘hhpﬂmnmnh
plot ase peak eluctric fleld values, in theusands of volis per meter (kV/m), and the smaMer
sumbers are distance increments in kilometers. Note that the peak field ranges from 12 10 sbout
25kVim.



~ + Clvinea uaiistendiig of s sesalinnt EMP fishd lovels Sum & high-ahitads masloar
. dutenstion, Ghs offists of thine fiskls éa millery snd commennial infiustsustuse semaing to be
detemshined. ‘Thaie soe many eoganioations thet heve enptios and enpsvionss in ovalnsting the
Servisss, DTRA, anid the DOR Nustisnal Labeitesios, smang othess. 1 urge the Commities to

" Theoliosts of MP éa e infiustrusturs emnnet b quentified simply by desiving upea
wucloar tonting enperionse. High-alitede BMIP was prodiuced en ten stmespharic muclesr tests
condusted by the United Stetes in 1958 aad 1962, and damage ar wpmst (Lo, teinpesary ghisches)
of lastoenies was nbied en & number of systems. Mowover, hess weapens ase net truly
repreasutative of the Suvcign susless weapens in existence todey, and the electrenics of the
modem wa is vastly diffent fram that which existed in 1998 — 1962. Massover, he U S.
stmesphesis tests were esusdusted over Jargs bedies of cooan, and s, the cuposuse of axtended,
iandiine systums to BMAP fiokds was quite Nmited.

: R is westhwhile roviowing the most famous of the BMP effects fom U.S. stmosphesic
testing; namely the simaltsnseus fallae of 30 strings of strestlights in Oshu during the Starfich
ovent. Stirfish was detonsted ot 400 ki shove Jehnston Inlend in the Pacific ea July 9, 1962.
had a'yiold of 1.4 M (shout 115 times the yield of the bamb dropped on Fiiseshims). Osh was
located sppeenimetely 1300 lun from the designated ground 2000 of the burst, which was within

line of sight of the detenstion. A pest-mevtom following the svent indicated that the fallare of
the sirings of sirestlights resulting from the Starfish ovent was due to damoged fases. This ovent
was snalyssd by Chasies Vittites, s Sandis Notiounl Laberatary scientist, in 2 repert published in
1989 (SANDES-3341, Agril 1909). He notes that the cbosrved damage is consistent with the
maguitnds snd evientation of the BMP fleldi impinging en the strontlight strings that sufiwed
damage. Move inpartantly, he 2otes that the 30 strings of fhiled strestlights repressuted only
shout 1% of the sirestlights that existed en Oslm at the time. Thus, the offacts were ot

A munh mase extonsive sot of valnarability date hes boen scoumulated over the yesrs

 thosugh FMP tasting in lsborstery simulotors. Tested items inslude siscoadl, tunks, smtemobiles,
computess, telscommunicstion equipment, sic. Both upoet and damage have bomn abtnined for

L]




ovms of the qyuioms ot ewstain skl lovels. DYRA and the Miltry Servises should be cansuited
h.*mh. A“-‘ﬁp“hﬁhu-dﬂ
“d--ﬁbwuhd“"hhalb“ ,
”“bmcﬂhn“ﬂﬂ-ﬂ“ ,
L N N

ﬁm“ﬂbh-hhmm-humﬂ
—mt-u&wu—nmhm The spest
*ﬂpﬂhlﬁ““dl“ahcﬁﬁn” _
“ﬂ“h‘hﬁ.ﬁh"dhh-ﬂmm
who soviewsd he wesk. The stedy enmined the ofibsts Som oll wes high-aliitade NP
envissnsant compenents, samely K;, By, and ;. The thind witness on our panel will adivens the
shudly wesnlis.

Bicctsonic systems can be protected against BAEP. Standend protestion techuiques
insinde encissing systams or subsystoms in motal enclosuses, and adding sunge assestens o
power lines, esbies, ote. Simmister snd Nno-duiven testing hove shown thet BMEP poatestion is
ofmtive. h-mﬂﬂ““ﬂ““
postostion. The Servieas, DTRA snd ethers should be consulted far meve dotail.

Consluslons

The conslusions t» be dwam ase dependent en the validisy of the BMP cavirenments
impessd en milhery end connevsiol systoms of intovest. These ave to be enamined in clesed
session. Ih“h“hld*ﬂﬂ“b“*

To astahiish Gt the problam is woll undesstond, ene must bagin with & medel of, say,
Swfich, and demenntvle that the pradisted BMP covissumonts, BMP soupling. snd offants
motvh cboarvation. Thon, ons must be sbls 4o establish that the model setains its Sdeley when
e washoad maadel s changsd, whan the busst lssstion is moved over land snd changed in
elovation, whan the clsstromagnstis coupling puils changs, when the vistage of clostrenies
chunges, and with the insospesation of BRAP test sisanlater dute, thet the sesnlis ase selishile.
“hh“haﬂ.ﬁndﬂﬂ.--ﬁ-ﬂﬂhp&
mviowed by & high-lovel soview group (0.5, Notional Academy of Seisnse or Dafimss Selanse
Boasd) bafies peudictions of cxtastuphic damugs ase 10 be belloved.
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1900-9903: Chaisman of the Defonse Depertments Sirategic Deferwe Inlinlive

Advisory Cammities and mamber of the Defense Science Boerd.
9008-1000: Dr. Grsham served as Scienes Adviscy to President Reagan snd wes
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Sontomant for complianse with Ruls X1, Clouss 2(g) of the Rules of the
th&"M

William & Grulbum hes 50t seusivad wny Foduni grants, ssbgmnts thome/, csntmets, o
ssboontmets hesnef dusing s cument fisenl your ar the twe proviows fissal youss, snd® be doss
m#-‘hhm*ir‘.hhm i




Hisstvomagnetic Wenpsas snd thely Effscts en Klestrenies Syvtvas

Ms. Chuisss disiingulibed Manbus of hs Canmitios en Asmed Services, Smnk you for
fviding e 1 westlly todiy on e theusts 0 U.S. eivilian mnd milliewry inflastrasture fhoms - -
clostomagnetic pulss stinks. Toduy, } would lihe to adhivss the heeat o both suslow snd -
sen-ausiay dsstnsagasiic winpeu, snd Nmis sy propased sestisnony 0 & beief dusssiption
of s snge of olifssts St ssch wanpeus sen pradune is modw clovtinal snd clostsenics

lwﬂ'ﬁbiﬁﬂlh*dhmh“*ﬂ-* . )

wish to amploy a suciowr wespon-gonsmted EMP offoct sgpinst the United States, anid the
Snefis sought fhough sucki wee. The pessibls ssunmsivs cover both politionl and milleary
n‘uhbﬂd.h”“

Lilwe mumy impertant seiomtific dissovesies, the intonss elostvomagnetic pule prodused by aa
eno-simenplanic suslear wespen enplesion was dissoversd by sssidunt. It was flost cbsorved
both disostly sad by i ofibon en sivilian syvtans dwing the st U.S. ens-etmsephesic
sucioar tt swive, code-nuned FINVIDOWL., condusted shove the Pasilis Ovsan in the ey
1968s. The gonssutis and effosts of mesivur EMP huve buon studied and sisnuloted sinse that

Ouns pessibis ws of BMP woitld be agninst U.S. foress stationed ovassens, for enample on the
Kevosn Poninsuls ov in Ghe Possion Golf. Dy anpleding s suslesr weapsn over the theater, e
shilley of UL sud allied fosoes t» malie full woe of Ghoir closteonic systoms, inchuding
communivations systems, fise contvel systems, sader systums, and ewtninly the netwoshed
syvtoms eavhivend i owr 27°-Oostry fovess, would be dogruided % some dogoes. ‘
Depeniing e %he yieki of dis wenpus, the height st whish the weapin was ditensted, and the
dogres of BMP hawiming enjoyed by U.S. and allied systoms, sinh dogrudutivn conhl mngs
hs“ﬁt*&“hh““**h’
thenter.

mw-«--q--auwuan—m
*yhicuh“ﬂﬁ*dnn‘* :
% dogeade ov dnitvwy siteliiiiw in Nss-ofdight, as well oo prudising NP new thr emth’s:
suslaes thet would imwling with the sainllits goysnd compenmnis. U S. sutellits ssovts ase 8
signiiemnt gt of ous mily’s svennll enpabillyy, providing conssiastion; survelllnses;
en-dunend inniligenss sl datsbess sevvas, and GPS data. lntemuption of satellits

svallahilly tas csulid poss & ssvious problom to sur sogiensl waslighning copubiliey. A logionl -
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Aasther pessibility would be the use of IMP bossuss an advasary doss net hove confidense
"im ies abiliy to tanget pessissly 2 U.S. asset. For anmple, an sdvessary might not be sbie o
plapeint & camies batile group or amphibious ssady group, but could produss on BMP offost
ownr the geemmned epsvting sove of the group. The sums spyeeach ssuld apply % e Amy

- . fonmation onthe ground. Ansther passlbility might invelve an advessary with & lsag-sange

but selotively insesumsts ballistie misaile, or & shest-munge ballistis misplls mownted on » ship
or submarine, and & selstively Jow-yisld nuslesr wanpen. In this esse, the weapen esuld mess
Mhﬂb-"“hn““

Aﬂ-mh*"ﬂhﬂumﬂhﬂ-hﬂ‘
Sunstional sucloar woapens snd the ballistic misslle eapabiziiy to deliver thess weapens. This
demonsisition might be suflisiont to disswads U.S. interventicn in & mgien, 0 eosses seglenal
allies inte denying U.S. assess te their fasilities, er 10 weslin the esalition-building offests of
" the Usited Siates in o segiens] esisis. Ons con saslly imagine the efibct an longi muclear
demensiontion might heve had en sur sountry, our allies in the Persisn Oulf, and the Coalitien
“h“&“h““hlml.

- It should. also be peinted out thet 5 disest suclenr attack an U 5. Jssoes could seaseashly be
expected %o sesult in an overwhelming U.S. sesponse, meking EMP wss & mess atimustive
option for an advessary. I EMP ves did nat sesult in sy U S. ar allied casmlties, it might be
safer for the advessary nation than a disest atteck. Geven the United Siates’ geenter seliance oa
- soghisticated elscwenic systoms throughout owr milltary and civilion infnstrnstowes, and >
song abos against auclear weapens use bullt up over a half-contury, oven our ability to
sespend in kind with an EMP swack weuld be problomatic. Thess ase just enamples of
pﬂhM“hl%M“hn“yi-ﬂ.
aack 10 2 U.S. adversary.

Fiaally, [ would il 1o mentien an aspect of the ofoct of suciear EMP that is waique. Whils

all elecwonics systems ean il spentancously for 2 myvind of eassns, inthecass ofamiiohls

_ syetem thess falluses cosue infhoquantly sud oven then enly at single points. Thesefose,
enpeviense is guinad in desling with single peint fallures dusing the asemal epesation of the
systesas. However, since the suclear BMP fhom a single enso-stmosphoric dotonstion covars &
wids seen of the grownd and the stmesphase sbove it, susioar IMMP can praduse clostssnic
systom fhiluves ot meny widely distlbuted points simultansensly. Unives spesial awslesr NP
secovery propassiion and teslaing hes been inplemented, system epessioss will have ne
enpurisnss with sesovesing the systom from simnitancous, widely distlbuted, musloar NN
induced muhiple Sallwres, and will have to dissover how 10 do o0 at & highlly stesalyl dims.

Benlens , ' _,' Madia Pragusney snd Mismn
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5 Gl tangety 40 be afifistive then do suslesr EMP wespens. Por cnmple, & ssel
“*h“hh*lﬁb'm*

' penduse upast or damege in slsubbunios syvtems at 2 sange saeaswred in hundesds of font, snd
" ntwivwwmes 2t 8 sangs of hundveds of miles. However, RF wonpens ase mese sulisble to

‘oovast uee then ase anciesr BMI® weapens. A teapeted asest mey not ssaliss thet its poobloms

o . @ e somuls of an RF stock; or thet on KF sttoak has twhen plase 2t oll.

lﬂ“““h"mﬂunﬂ-ﬂh
vestonstien afents. The ability 15 vae RF wespons sclestively end insesmitontly, os woll as the
ahillyy s diagmios them s eviinary ehjosts, eould allow advesacsy covast epemtives to
“ﬂucﬂmhammﬂ—lhn*"“ .

. !hdy umm&-“hﬁmb.m“d“

and pooontislly con be wsed sepestediy against U.S. sssets. A tusk-mounted KFF weapen, for

B ‘ﬂl.uﬂhh'“hni—lMﬂ““bhna
- ““dﬂ“

I“h“hum-usmnnhmumm -

_ veapsas. However, in sagend o the specific aaget 2geinet which they sss smployed, RF

weapons can peoduse oliosis maging Sem tempesary interforence, 10 ths nsed to skutdowa
and so-sturt the system, to phynisal disshisment of the tasgeted system by Nessally flasing or
meliing sensitive internal sompenasts. Eapecially dus to their grester applicability for covert
wis within the United Sintes, they must be given serious considesstion.

H--‘bﬁ-hh—“hhlﬂ.hﬁ.d“hm
dosades. Whils the smslear EMP fhem & single ens-atmespharic detonstion s sover large
asens of the sovniry with intenss elestromagastic fislds, sen-anclear slecwemagnetic:
9omasatess cas wes pulsed and eentinusus wave elecamegnstis fiskds 4o axpess systems
disvuptive afisets mess smgieally Srem distances Yt sange from disect contast te several -

'“*mmmﬁwd‘“““*ﬂ*

*m“am
m
L MW .
snchee. GO0, whish jsssbus She.aon-susloar sensmbion snd Smnsmission of samew 1o
radentely hsedhend slateamegnuti signals designad te intecfoms with o saeaf spamy
masham. Ruamples inslude contiancus wave (CW) janming ensy trensmission
““uh“‘d“@l“ﬁhﬁ

—m“nh-ww




Aaseusuiioe shaamasnstie Siebd urcie inwsen. sonier snd seduiation affnts.
soniiissshieg CV slatumasnatie flold inteation In wags aet snislonad in e

dasion ofthe smtam. same inte plaw, I addision to pickup en dolibesate systom antenmns, -
the moat Snly covpling meshenion of thase signals and thess in the following dwes
pamgighs is pislup en ether condustios entending fom the cors of the systam and asting
e dlectramagnstic entonnas. Bramples of heve sfivets inslude wes of 2 CW cnsrier with
sadie modulstion pished up on telophens Nass sttashed tu & computer, soctified, snd
intengueted as & telophens contvel sigaal; and e peastistion of & miceowave

olosiwomagnutie signal inte & misslle, wheee it is rectified and intecpeetcd a8 2 missile
gidanse and navigntion command.

i
|

wq.nuq—q.by
““u*“c““hh“m_ﬁ-
pooper binary signals, but which in fact corrupt digital infesmation. Well designed systams
awisipste neiss ia Gensmissions en external signal chennels, and when thess anemalous
bits cosur en sush channsls, for enample telophons Nnss, thyy will wsmlly be sejoctad; but




‘ ofiiets use nts
" dissioemagnetie feld ® dive enoughpowds imoishnahs fr sufaldit thnes to danege
sumiconduster junstions enether sapshive dovisws. As in the shove assms, closnlts ot or
‘wene copesnsl eonduster intasihens (hat ia, spached 1 chistemagnutic piskup “sateanss™),
s the mest Hhsly t» be subjost 55 St olist. Such affite do nst sapuise ether sousess
* of ensegy, snd thassihee can sosur whea the sputem is wpowssed as wall a8 when
powssed. Byples of thass offosts cosur whon wnpowend clostronios compenanis s
-plased neer the souses of he bobin of & high-powessd sader or ass plased e ¢ high
ampliveds puloer, sush 25 & smalosr IMP gigpuleter, or whaa discetly euposed %o auslear
”ﬂ““d’“ﬂ-ﬁ“u*-ﬂn ]

The offoots dnomsibed in pamguaghs 1. uzm-p‘umuw-
suslesr elostromaguutic sonses, snd the affeted syutoms’ clostsanies uanally sstum o
neemel epasation /hen the elscwemagnutis field is semeved if e sespenss of the syutem hes
net indusad serms senseguent damage, sush s 2 jenamed G systam eansing en aisanikt

The oliosts dessribed in puagmph 3. sve uonally produced mest eflicisntly by a pulsed field
sowres, sush 2 an wite-widehend noa-avsiear sousss or & saelver TP, sinve it is the
intredustion of individunl pulses in 2 digital spetons that canses the system upeet. Ia the flant
thees anses, i the system survives the consequent ofibets of the clsstromagnstio-indused
malfenctions, somovel of thi felds will lusve the spstem hesdwase undameged, although in -
e case of pasaguaph 3., the sefhwase and/er dots may be permencntly comupted. _

* The penenent damege eifets deseribed in pasagraph 4. ase alse wanlly predused ment

efificiontly by & puised fiold sounes, sines ¢ single pulss con inkiete the beeshdowm procsss. In
u—au—-—a—.“whma&w-.ﬂn :
m.ﬂhnmbﬂ.
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copahilities and, indeed, for the continuation € Americen civilieation.

pulos (EMP) and its

-1-




i i AL )
- il mﬁn_,%_u_ i
m«.._.. .._ ; .,-_—. ._mm M“u +
i
R Tt A0 S B

.



i

Il

|

“_ﬁ *__ ._

_m
Hitlili §

11




mustler. NMP
sadiotions
-d

near
2 e to nudeer
- is ofion entvemal 2

——
e

| gt o
__%“._. ._W_u_ %_m
.Rm il -Em l mﬁ&u-_

“‘

]
il
;

&.

olostziesl

, m‘”~
__” I

__
R i

quichly,

F el
by

! rw b

grest distaness

-
h



with adequately aseurance. (It is sssuredly pessible to acoomplish, hewever,
mwﬁo:::mug“itu““uﬁhhu)

Nudear EMP thus peses an extvomely serious threet o the sssured functisnsl
md’-mmh&ﬁ&y-im&—‘--hw
tssting alweys was expansive and cwrrently is effactively impessible.

e are and traditisnally hase added ~20% to milliary sysion
voste. For ﬂ,.,.....u.u......... the rule-of thamb
h-h-thtnhut gﬂ?“-ﬁ&l’itﬂh“q‘-
kife-cycle cest — "the cest te the
from the eutset. For systems which are mess-preduced, the EMP hoardoning cest
may be as low as 1%, while few-of-a-kind itoms such as the MILSTAR spacecraft
may have a fractional ceat attributed to wartime survivability of a fow tens of percent.
(To be sure, cost attributien in DeD) ofien is 2 pelitical art, net an econemic acience.)

offeoctively employed i
back-fitted to cests have been in the
is ‘aln“m‘-‘tnc military systom, genarally in

thnnﬂrly Mmmeammam-m
mlmﬁm gear)
aﬁwum-:r"d

S0ME FUNDAMENTAL TRCHNICO-MEITARY DIFFERENCES,

several fundemental differences in the technical and military vﬂﬁ
the Seviet Unien and the United States tesk towerd EMP. These

reflected im the postures of the twe netions’ military machines tedey, dhly
will be enduring ones.

The Soviets basically decided that EMP represented net excoptionally
m“h&.m‘ﬁnﬂuymﬁ:ﬂm
MM*MMMQQMM
deficient ia supercomputer-based
nmﬂumumm m
gemeration and interaction with a wide
systems, they tesk a gemeric, highly MMM
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Pundamentally, DeD must decide thet it is significantly meve impertant to '
mumuhuaucﬂnaﬂ-.mm&

in the omrent envirenment. The (nen-)emphasis given

mmm«m&n.ﬂmmmmwwmm
infrastructure dursbility-under-attack seem diagnestic.

MMMM&QMJMM*M&HW
defensive and more-or-less failed in over the past three

(‘m associated large-scale -.zn-uﬁryhlu-lm
uhﬂandumbwm&tﬁl“m -ly
because 80 much time has elapsed since mest such pregrams

to the EMP defansive tasks must be identified and
robutlyhnud. MW%WW-
ﬁomnhrttoﬁmh.ﬂllr. mehmmnitm&hchrﬁnlny
expect real progress.

!lnllly,e.ln wﬂhwhmmuhm
mﬁ.i?lu cw. -ugﬂnlz)inﬂnm

mtm TCO! (DBW operatien

muyummmmmmmg: Chemical Agency.

At the bottem line, however, it's difficult to be optimistic much- impreved

DoD posture on EMP, m;ihmmumhhﬂn . bet.

' N : m-ﬂhmthub

? issue £ Congress is determining the of its own comcern
mmmmm«mmm to the at-risk portions
of the Nation's infrastructure.

mmmwwmumm may then ascertain
Mly:“-s‘.%caotithnﬂdmt&%u lﬁtin't.”u m
we're willing " responae from then

remaining question is whather the is minded to mandate in statute the

desired respsnse frem o1 unwilling ~ with all the well-known risk, cest and

nlnoquentm hassles thereto - very notably, with respect to

infrastructure {sl*aers, which are not F owned.

Ic-dwwuuwwmm

wm cxpensive and mere m&- Wre IR &
uimundh?&' of the e of H(h-puh-:-
e T e et o s
divices. An unavoidable of the
of these devices is that they generate very

performance
EMP-like signals; aleo, due to their small
ludhntomhrﬁrmmthdrop::ﬁ'ouh:mm m‘mhdly
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Because of the directionaiity of the earth's magnetic fieid, | URclassified

an idealized E, footprint has the shape of a smile.
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